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Abstrat (Duth)Software development kende een grote groei sinds de enorme bloei die het internet gemaaktheeft. De vraag naar software "bouw blokken", klaar voor gebruik, heeft geleid naar omponentgebaseerde software ontwikkeling. Dit maakt het gemakkelijk om nieuwe software te bouwenmet de reeds bestaande blokken en ze op de markt te brengen voor gebruik. Zelfs zonder hetinternet zou omponent gebaseerde software ontwikkeling furore gemaakt hebben als de gedood-verfde opvolger van het objet ge�orienteerd programmeren. De opkomst van netwerken in hetalgemeen en niet-gespeialiseerd gebruik heeft bijgedragen tot sommige krahtige eigenshappendie software omponenten de dag van vandaag bepalen. Enkele voorbeelden zijn transparantie,beveiliging en overdraagbaarheid. Deze thesis onentreert zih op transparantie en beveiligingvan omponenten die geshikt zijn voor het internet. Er wordt bekeken hoe de vershillendeomponent modellen zih tot elkaar verhouden met betrekking tot deze eigenshappen en hoe zezih verhouden ten opzihte van een algemeen omponent model. Alle relevante eigenshappenvan omponenten, geshikt voor het internet, beshouwen zou de studie te uitgebreid en te opper-vlakkig maken. Deze thesis heeft niet de pretentie een volledige beshrijving noh een volledigevergelijking te maken over beveiligings aspeten voor het internet of internet omponenten.
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AbstratSoftware development has made a major growth sine the worldwide internet boom. Thedemand for ready to use software building bloks leaded towards a omponent based softwaredevelopment approah whih makes it easier and faster to build new software, ready to deploy.Even without the internet objet-oriented programming would have evolved into CBSD, butthe introdution of networking into software development added some powerful properties tosoftware omponents available today, like transpareny, portability, seurity,. . .This thesis will fous on transpareny and seurity as properties of omponents, beause oftheir importane for the internet. Considering all properties would be an impossible task, andby taking two of these properties there is more room for a detailed approah. The seurityproperties of omponents will be disussed more in-depth, while the transpareny propertieswill be disussed less. This thesis has not the intention to be a full investigation of internetseurity or a full omparison of all seurity possibilities of omponents. It is impossible to givea full desription of all seurity servies available today, so the disussion is limited to seurityservies in partiular important for CBSD for the internet. Making a omparison between severalomponent models, like JavaBeans, COM and CORBA, will be done where it is relevant andpossible, founded on a general omponent model introdued in the �rst hapter.

7
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Chapter 1Internet Components de�nedWhat exatly are Internet Components? This setion will try to give some answers to thisquestion. First the omponent onept is roughly explained from a developers point of view.Next the use of these omponents for Internet servies will be explained. In these disussion wewill be mostly interested in the seurity aspets from these omponents.1.1 A software omponentIt is not easy to exatly de�ne the properties a piee of software must have in order to bealled a omponent. In the following setions I will try to give the onstraints whih are typialfor software omponents (if they an be alled 'onstraints'). In the literature we do not �ndalways uniform de�nitions for the onept; some are more exible than others. Some de�nitionsof omponents summed together in [Jan99℄ are:� "Components are pre-developed piees of appliation ode that an be assembled intoworking appliation systems." [Ann98b℄� "A software omponent is a unit of omposition with ontratually spei�ed interfaes andexpliit ontext dependenies only. A software omponent an be deployed independentlyand is subjet to omposition by third parties." [C. 97, Cle97℄� "omponent-oriented programming = polymorphism + (really) late binding + (real, en-fored) enapsulation + interfae inheritane + binary reuse."[Don98℄A more general de�nition inluding parts of the seond and third previous de�nitions is: ingeneral, omponents have the following hallenges to target:� being platform neutral;� o�ering an interfae representing the possibilities and restritions (a ontratual spei�a-tion);� independent from the programming language being used;� supporting distributed use with a spei�ation for network ommuniation;� supporting reusability without re-ompilation aross appliations (easy deployable);
8
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CHAPTER 1. INTERNET COMPONENTS DEFINED 9The best approah is to start with an approximation of the most tight de�nitions beausethe languages and development tools whih support omponent oriented software developmentare not perfet and will weaken the de�nitions stated. This way it is easier to see where thedi�erenes between them are situated. Before we start, one thing is ertain: omponents wouldnot be available today were it not for objet oriented programming. The onept of objetoriented software development is the origin of omponents and the reader should have a goodknowledge of objet oriented properties and onepts to be able to follow the disussion.1.2 Guidelines and properties for omponentsA software omponent only has its interfae visible to the user, a programmer in this ontext.Components are almost always linked with their host appliation at runtime. A omparison thathas been used a lot to represent this idea is a blakbox . This is not to be onfused with blakbox-testing, whih is a tehnique used for testing software systems (mostly separate objets in theimplementation), though it represents a parallel line of thoughts. The user knows how the outsidelooks like and what the blakbox an aomplish, but does not know how the blakbox worksinternally. So, omponents an be reused without reompiling if the user knows their interfae.An interfae an be de�ned as: "A group of semantially related funtions, or methods. Takentogether, the methods in an interfae de�ne a logial group of servies that a omponent objetan provide to the system." aording to [Pau95℄. This priniple is emphasized by the use ofinterfae de�nition languages, where only the spei�ation of a omponent an be desribed,independent from any implementation. All interfae funtionality should be de�ned with pre-and postonditions and invariants whih are 'legal' throughout its use. If so, a programmeran use omponents as building bloks for new appliations. Important in this thesis is thatomponents need not to be just the way they are if they were loal on the users mahine. Theyan reside in other or the same appliations, loal or non-loal (loation transpareny). Theuser does not have to know where the omponent resides for instantiating it and does not mindomponent migration through the (networked) system. Of ourse, there are means to fore thisto be true. But ertainly not all implementations have reahed this degree of transpareny. Thefollowing summation of properties of omponents are thoroughly disussed in [KK98℄.1.2.1 Objet oriented inheritageAs is said before, objet oriented programming is the origin of omponents. It is lear thatmost of the onepts we enounter in this programming method must also be part of omponentoriented programming. The following paragraphs identify whih of these properties a omponentmust have to be lassi�ed as a real omponent. This list is disussed in more detail in [KK98℄and [Ham97℄ for JavaBeans in spei�. The reader is assumed to know what objets, lasses,interfaes, instantiation (onstrution) and �nalisation (destrution) are. These onepts arebasi knowledge for the OO-programmer, and they apply to omponent models as well as theyapply to regular OOP.Assuming the reader knows what objet orientation means, it is trivial to see that this is themain foundation for omponents. There is one major di�erene though; the interfae must beseparable from the objet. Otherwise the blakbox priniple is violated. It is possible to vio-late this priniple and still have a piee of software that ats as a omponent (like an abstratdata type delivered in a dynami link library). If we are talking about lasses it is naturally tomention objet reation and �nalisation. This omes into mind when we think of omponents
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CHAPTER 1. INTERNET COMPONENTS DEFINED 10as objets exporting their publi funtions. Objets need to be reated, initialized and �nalizedwhen residing in a running appliation, and if the omponent is integrated into an objet ori-ented system it must have notion of these onepts. Inheritane is not a onept that was wellsupported in the omponent world (notie this an improving onept. Nowadays the CORBA-spei�ation provides inheritane through its IDL [Obj99℄ setion 3.7.2). Many programmerssaw the blakbox priniple as hard to use in inheritane. I do not think this is a fair opinion:when de�ning arefully the post- an preonditions and invariants the user should be able to knowquite detailed whih e�ets an be reahed and whih not. It is true that data enapsulationdoes not allow the user see the true insight, but as stated; a good design an overome thisproblem. In a good design of a omponent the interfae should provide suÆient information touse it like a regular objet.This is a good moment to reet about ontratual and defensive programming. Defensiveprogramming is the old-style programming where methods do all the heking and most of thetimes, in ase of an error, the error-ode is returned instead of the value expeted to returnwhen the method enountered no errors. There are a lot of programmers still programming thisway (C-programmers did it, C++-programmers also used error-indiation by return value, andthe use is still reeted in the HRESULT COM methods return). The other and preferred wayis ontratual programming and a division between inspetors (inspet (part of) the state ofobjet) and mutators (hange (part of) the state of an objet) . The programmer spei�es eahmethod with the following spei�ation features i.e. spei�es a software ontrat for the lass:pre-onditions desribes whih onditions and onstraints must be ful�lled when invoking thepartiular method, this ould be desribing possible values of arguments passed to themethod;post-onditions desribes the e�et the method invoation had on the objet in ase themethod is a mutator;lass invariants desribes whih onditions and onstraints are always valid during the objet'slifetime;exeptions desribes whih exeptions ould be thrown, and whih an be the ause of thepartiular exeption;return value desribes the return value in ase the method is an inspetor.Unfortunately, on this moment most programming languages do not really support all of theseonditions, but only partially. Extensive researh is already done in this area and a lot of pro-gramming languages like Java, Smalltalk, Ei�el and C++ do support this ontratual approahto ertain extents [Gre92, Eri98, Dou92, Pet98℄. Nowadays, most of the time a ombination ofdefensive and ontratual programming is used, depending on the purposes of the objet. E.g.is it meant to work in a real-time environment, ontratual is preferred beause there is lessheking involved at the ore lasses. An objet working in a life-ritial system ould be adefensive one, ensuring orret exeution instead of a possible stateless system if a method failsbeause the ontrat was not respeted by the user of the objet.Polymorphism, often said to be one of the foundations of OOP, annot be omitted in thisdisussion. It is polymorphism that ontributes a great deal to reusability of the omponents(e.g. one an treat di�erent omponents with the same goals in a similar way). A drawbak is
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CHAPTER 1. INTERNET COMPONENTS DEFINED 11the need for exeption handling in runtime type handling. This is independent whether the usedprogramming language is statially typed or not; a omponent should be enabled to be linkedat runtime. Exeption handling is not only important for error prone type asting, there aremore uses one an imagine suh as runtime array bounds heking, indiating illegal resoureaess,. . . . It is lear a good omponent model must provide an exeption handling mehanism.Fortunately most of them do. It is no wonder why the CORBA IDL and the Mirosoft IDL(for COM) are providing exeption handling. The Java language gives a good example: theexeptions that may our in exeution are part of the spei�ation of the partiular method. Ihave stated before an interfae should de�ne pre- and postonditions and invariants. In ase alear exeption model (or another error handling mehanism) is available this must be part ofthe spei�ation too. The user of a omponent will appreiate this beause there is less haneof meeting unexpeted errors during exeution whih were not found at ompile-time. Exeptionhandling may seem strange for novie user, but beomes a more simple approah of handlingunexpeted situations while exeuting a piee of ode. When a programmer beomes used tothe idea of exeption handling through the use of try-ath(-�nally) blok statements it justbeomes a natural extension of their programming methods. It also helps writing leaner andmore omprehensible ode.The items disussed next are more related to what one would onsider as properties of om-ponents. Composition, introspetion and persistene are keywords that are used a lot whendisussing a omponent model. Without omposition it is not possible to build an appliationwith di�erent omponents. Introspetion is something ompletely di�erent, most of the ompo-nent models do not support introspetion at all! Users of the Bean Development Kit (BDK) arefamiliar to this onept: they an import a JavaBean and immediately see the available interfaewithout running it �rst. Introspetion allows a omponent to reveal itself for the user, it showsitself. There is no uniform way de�ned for introspetion, several methods are used to allow aomponent to present itself. This will be disussed later. Some omponents even allow to beadapted at design-time, rather than at run-time. For example, when a bean is imported in theBDK, a list of available properties, methods, events and exeptions is displayed. The user anhoose a property ("this bean has blue text") and hange it ("this bean has yellow text now"),this will not only be reeted at runtime, but also while working in the BDK.A mehanism used to allow omponents to store their state is alled persistene. Like intro-spetion, persistene is not represented very well in most omponent models. Persistene allowsa omponent to save its state to a persistent storage medium and to reload its state. A om-ponent model an handle this in two di�erent ways: let the omponent implement the storageproedure itself or implement a entralized mehanism for storing it. This implies that a programan stop running and resume its exeution with the same state it had stopped exeuting before.[KK98℄ states three base rules for persistene (Persistene independene, Persistene data typeorthogonality and orthogonal persistene management, [S�97℄ disusses this further).[Ham97℄ also disusses introspetion, persistene and omposition in further tehnial detailpartiular for JavaBeans. It is lear that persistene has its limits when using omposition asviewpoint; saving pointers (in memory or to a storage medium, like untyped void pointers inC++) to other omponents is a bad idea beause it is not sure they will be residing in thesame address spae next time. A ertain amount of loation transpareny for our omponentsis required. [Ham97℄ also provides a thoroughly disussion of introspetion, one of the keyproperties of the JavaBeans model. The interfae of suh a JavaBean is de�ned using Design
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CHAPTER 1. INTERNET COMPONENTS DEFINED 12Patterns, whih de�nes the syntax to use. This is not to be onfused with objet orientedsoftware design patterns also alled design patterns in [Eri95℄.1.2.2 Resoure, version and data managementWhile developing software, it is natural to have more than one version of your builds. Most ofthe time omponents also oblige to this law of inremental development. Say you have developeda omponent and put in on the web for free use, alling the omponent MyFirstComponent. Onemonth later somebody reports two or three major bugs and you orret them. You put the newversion on the web and alling this omponent MySeondComponent. If you do so, you will haveto support the same interfae used in MyFirstComponent. In evolving over time and developingsequential versions of the same omponent the developer has to make sure the interfae of theprevious versions stay supported. Lets take this one step further: reviewing all properties of anearly perfet omponent it should be possible for the omponent to replae itself with a newer(and probably better) version without the users knowledge. This requires a good versioningsystem, and even if it annot replae itself there should be a global system servie taking areof the omponent versions and replaing them appropriately. There should be no need forrebuilding, reompiling or notifying the appliation from the hange; dynami replaement is aminimum demand. The JavaBeans omponent model is one model that laks this funtionality,there is no support for versioning at all. AtiveX omponents on the other hand have a prettygood versioning system.1 This is beause AtiveX resides on COM and it is this tehnologythat is responsible for providing the versioning system. COM de�nes binary interfaes for theomponent in order to beome language independent on several levels.Spei�ation is also an important onept in versioning. Bakward ompatibility is onlypossible if the newer omponents support the interfae (post- and preonditions, invariants andexeptions) of their predeessors. This means an implementation of a method an be hangedas long as it does not hange the spei�ation. If we want to be very strit about this weould say that blakbox tests are fored to have the same results with the new version as theresults obtained with the predeessor. We annot state this for whitebox tests beause they donot test the interfae isolated from the implementation but onsider all possible paths in theimplementation of the tested piee of software. It is advisable to take are whitebox tests alsosatisfy the onditions valid for the blakbox test and give the same results for newer versions ofa omponent. Using this line of thought it is more assumable a omponent will reat the sameway using the interfae as was desribed in a predeessor in extreme situations.The next item in this disussion is how transation management should be supported in aomponent model. This is a topi losely related to the topis in the next setion whih dealswith distributed onepts. Atually it should appear in both this and the following setions. Ihoose to put it here, but that does not mean it is not related to distributed onepts, not at all.Sine a omponent is expeted to have aess to shared resoures the omponent model shouldinlude the neessary guidelines for dealing with this. A transation is de�ned as:A sequene of server operations that is guaranteed to be atomi in the presene ofmultiple lients and server failures.1Many programmers do not think of AtiveX as omponents but as a tehnology that allows other tehnologiesto work together. They are right in one extent, that is: AtiveX an not be de�ned as a single tehnology, itis more like a glue; glueing di�erent tehnologies together in one working omponent. Do not onfuse AtiveXControls with AtiveX beause they are not equal, see setion 3.2.1.
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CHAPTER 1. INTERNET COMPONENTS DEFINED 13Consider two omponents, both writing the same �le. This a situation well-known in thedatabases; there is a risk the data is not onsistent if the ations the omponents has exe-uted are not serial equivalent. There are several methods for dealing with this problem suh asusing loks on the data, optimisti onurreny ontrol or timestamp ordering [Geo94℄. There isa lot of literature available for distributed transations (and nested transations) and the ommitprotools used in this situations. Beause these do not fall in the sope of this thesis and willnot be further disussed into detail. Further reading an be found in [Geo94℄ whih gives a goodintrodution fousing on these topis with distributed systems in mind. The reason guidelinesfor transation management are inluded in a omponent model is not intuitive, neverthelessvery neessary. Components are not restrited to a single existene on a single mahine, butan be migrating from one mahine to another and sharing a lot of resoures along the way(network-onnetions, �les, databases, sreens,. . . ). In pratie most serious omponent modelsindeed have implemented transation management (e.g. the Mirosoft Transation Server, En-terprise JavaBeans with the Java Transation Arhiteture, the CORBA Transation ServiesSpei�ation, IBM Customer Interfae Control System (CICS),. . . ).1.2.3 Distributed oneptsUntil the previous paragraph, every onept disussed here deals with omponents for use ona single host. One an remark version management is also subjet to networked omputers.This is partially true beause version management is something to be onsidered for a partiularuser, but the "omponent-dealer" is probably another host on a omputer network. Thinking ofomponent models as only appliable for a single host approah is obsolete, nowadays interon-netions must be taken into aount. This viewpoint fores us to have guidelines for omponentson distributed systems (or normal omputer networks) as well.A suessful omponent annot be restrited to a platform, programming language or loation.This means a omponent, at its very best, must be fully portable. This portability has itsonsequenes for the instantiation of omponents. Consider a omponent, ready for use, butresiding on another host mahine then the target mahine. Should it be� transported from the remote mahine to the loal mahine and be instantiated and exeutedon the loal mahine (remote-loal) or� kept on the remote host and be instantiated and exeuted there (remote-remote)?There are still two other possibilities: it is obvious that the ase loal-loal (a omponent residesand is exeuted and ativated on the same mahine) is trivial for understanding. Loal-remote (aomponent resides on the lient (loal) and is transported to the remote host and instantiated andexeuted there) is the fourth possibility and is almost never used. Most ommerial omponentmodels already support the �rst kind of migration of omponents. More partiular JavaBeansand AtiveX are transported to the lient mahine and exeuted there, whih is, as we will see,not always the best or most elegant way of doing things. DCOM as one of the suessors of COMprovides funtionality espeially for distributed onepts. The demand for migration possibilitydoes imply other guidelines to be taken are of, like loation transpareny.The ANSA Referene Manual [Cas89℄ and the International Standards Organization's Ref-erene Model for Open Distributed Proessing [Org92℄ de�ne eight forms of transpareny fordistributed systems (for entities/information objets, but rede�ned for omponents here). When
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CHAPTER 1. INTERNET COMPONENTS DEFINED 14the word lient is used it is onsidered to be an entity|user of a omponent (whereby entitiesan be de�ned as persons or appliations)Aess transpareny Aessing loate or remote omponents should not make any di�erenein the used operations.Loation transpareny Clients are not aware if the omponent(s) they are using are loal orremote.Conurreny transpareny Using shared data omponents should not have any a�et on theonsistene of the data neither interfere with eah other.Repliation transpareny Multiple instanes of omponents an upgrade reliability and some-times performane. The lient should not be aware of the multiple instanes residing overthe system.Failure transpareny This item is not appliable to software omponents. It says that usersshould be able to omplete their tasks in ase of software or hardware failure.Migration transpareny Components are allowed to move within a system without the lientsneeding to be aware of their movements and not ausing errors due to moving.Performane transpareny lients must be able to reon�gure their use of omponents forthe purpose of improving performane.Saling transpareny Like Failure transpareny, this item is not diretly related to trans-pareny de�ned for omponents. It means the system is allowed to expand without hangeto system struture and implemented algorithms. But it is losely related to load balaningwhih is diretly appliable to omponents. This indiates an indiret link to repliationtranspareny.Despite the fat that failure and saling transpareny do not inuene omponent arhiteturediretly, they have impliit onsequenes in designing the arhiteture. For example, whenthe software fails it is important for some omponents that they do not keep on running withinonsistent data. Saling transpareny is atually already taken are of: version managementan be a tool to overome hanges in system struture and repliation transpareny an overomediÆulties in ase of inreasing system sale. The two most important and most widely usedkinds of transpareny are aess transpareny and loation transpareny together also referredas network transpareny. It is most likely that network transpareny will have a major growthin the upoming few years, proportional with the growth of importane of distributed systems.A distributed systems relies on di�erent omponents working together over a network, and aonnetion between omponents in single host software and distributed systems is quikly made.Finally, one of the most important issues in distributed system development, and the ompo-nents that ome with it, is seurity. Beause this is an important topi of this thesis, only a shortintrodution is given here and a whole hapter is dediated to this subjet later on (see hapter4). When we are talking about omponents and seurity we take into aount the di�erent levelsof seurity issues (as well vertial as horizontal). Vertially we go from language or tehnialdependent seurity on the lowest level to language independent authentiation logi and ryp-tography on the highest levels. This means we onsider the seurity related to omponents inbeing on a di�erent level as seurity related to the network itself. The border between levels is
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CHAPTER 1. INTERNET COMPONENTS DEFINED 15rather vague. Horizontally we onsider the range of tehnologies and algorithms available foreah vertial level. It is ertainly not easy, probably impossible, to de�ne seurity as a whole.It is more like di�erent omponents whih an be added together to make a system more saferather than one set of rules making a system safe, espeially when we are onsidering distributedappliations or appliations using network onnetions. Unfortunately we an never say a systemis totally safe in the real world(though theoretially speaking a formal prove of a "seure" systemis possible). Is best to fous on making this a more seure instead of a seure system. therehave to be taken into aount a lot of threats when investigating seurity issues for omponents.Some questions that one an ask about how seure a system is are:� Can the lient be trusted?� Can the remote server be trusted?� Are there possible tampering or store-and-forward threats?� Whih ryptographi algorithm is most suited for the takled problems?� How seure is the programming language in use?1.2.4 Other aspets of omponentsBesides all aspets onsidered in the previous disussion, there are less global properties ofomponents. I would like to emphasize the fat that the following properties are not to beonsidered as rules or guidelines for omponents models. They are rather optional funtionalityfor making the use of omponents more attrative and probably a lot easier.Graphial user interfaes are beoming more and more important in software development.Designers and programmers are ontinuously trying di�erent methods and approahes for mak-ing more omfortable to use software. It is no wonder user interfaing marks some omponentmodels as well. Building a user interfae by hoosing out of a set available omponents is be-oming the major theme in reent GUI- API's. OLE Controls, AtiveX Controls and JavaBeanstake user interfae building one step further providing ustomisability and exibility whih arerequired in modern software development. GUI-omponents an be seen as prebuilt OOP soft-ware piees ready to use, without the omplexity we enountered e.g. by the old C winapi fordeveloping Mirosoft Windows appliations. There are a lot of GUI toolkits available on themarket nowadays o�ering prebuilt UI elements and omponents to the user. MFC, JFC, Qt,OWL and a lot of other libraries are available for reasonable pries. Why do it the hard waywhen you an use these, unless you ould do it better then the professionals? Not only it is muheasier to build a GUI, it is also a lot easier to model and analyze it beause of the informationalready known before reating the GUI.Customization is another aspet of omponents, most of the time GUI related. To enhanetools for building appliations with omponent models, it an de�ne another way to aess itsproperties than by ode. Just think of the Bean Development Kit, JBuilder or Visual Studio.Components an be imported and enhaned aessing properties with a visual interfae. Onemodel is far ahead of the rest at the moment of writing: the JavaBeans model. By theirintrospetion faility it an be used together with a visual interfae for aessing its propertiesat design-time. This is a promising development for the future, beause programmers do not
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CHAPTER 1. INTERNET COMPONENTS DEFINED 16have to onentrate on the UI-handling any more, but an onentrate on the underlying data-model. The view on the data and the independene of UI- and data-layers an be improvedusing these tehniques. Beause a full desription of GUI possibilities falls outside the sope ofthis thesis, it will not be disussed further.1.2.5 SummaryBeause of the large quantity of omponent model properties disussed in this setion, here isa small summary of all properties related to the referene model we have disussed so far here.These an be onsidered as general guidelines for evaluating existing omponent models.� objet oriented onepts (lasses, interfaes, onstrution, destrution, objets,. . . )� blakbox priniple� polymorphism� exeption handling� omposition� introspetion� persistene� versioning� transation management� dynami replaement� portability� transpareny� seurity� GUI� ustomizability1.3 An internet omponent1.3.1 What are internet omponents?Now that we have de�ned a general model for omponents we an extend it toward om-ponents for the internet. Atually, few hanges must be made to the onept of omponentmodel already disussed to be internet omponents. However, there are some properties morestressed for internet omponents then for omponents targeted towards single host software. Forexample seurity, loation transpareny and dynami replaement are important properties foromponents likely to operate on several hosts onneted to a network. An internet omponentan be de�ned as a omponent enabled to have its interfae used over a network onnetion(more in partiular a TCP/IP onnetion) while the implementation is situated on a remotehost. In plain English: the plae of input and output an be separated from the plae of theatual proessing of the data.
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CHAPTER 1. INTERNET COMPONENTS DEFINED 171.3.2 What is the use?Most present omponents support use in a network environments. The software market, fous-ing on omponents speialized in internet servies, is growing fast. One of the most well-knownexample of an integrated and internet-able omponent arhiteture is the Mirosoft Windows98 Operating system. Their desktop is omposed out of omponents also used in their internetbrowser. The internet browser is more then just an internet browser. It is part of the desktopand able to read di�erent types of douments. The HTML-browser is just a omponent thatan be replaed at runtime. It an be replaed by another omponent for reading the portabledoument format from Adobe, reading Word douments, listening to musi, viewing pituresand muh more. Beause the Mirosoft browser is a omponent itself it an be instantiated byanother appliation providing also the ability to read hypertext douments using the omponent.Internet is a very fast evolving medium and used by a growing number of users. Withoutgoing into ethial questions, it is the number one soure to �nd data of all kinds. Internethas evolved from a stati medium to a fully interative tool. Wathing television, listeningto the radio, playing games, banking, telephoning, learning,. . . are some of the possibilities ofinternet today. Some leaders of important omputer ompanies like Larry Ellison (CEO atOrale) even say there is no more future for desktop appliations. They say if somebody needsan appliation, he or she an onnet to the software providers server and load the appliationusing the internet onnetion; The world is your hard-disk! Douentered design is one of thefators inuening this evolution. But all this is still wishful thinking and reent developmentsand network onnetion speed are not really suited for these sort of appliations yet.The biggest users of internet omponents available today are probably the �nanial serviesand online shopping servies (better known as e-ommere). E-ommere is a slowly grow-ing business, whih still needs improvement. Inreasing seurity possibilities and ready-to-usesoftware building bloks are making it more attrative, easy and safe to start an e-business.Entertainment and multimedia is also an important market for omponents; movie and audioplugins, online gaming, interative eduational presentations,. . .1.3.3 How an it evolve?It is diÆult to predit how software development will be in the next deennia, partiular softwaredevelopment for the internet. A few things already an be said for sure: we will have inreasingnetwork speeds and more bandwidth. The internet servies will evolve towards a broader rangeof possibilities. Maybe it sounds strange, but the internet nowadays does not o�er that muh tothe users, it ould do muh better. Although the many bene�ts and the researh done onerningdistributed systems, they are still poor in use. There are many possibilities whih are only usedby a small part of the users, or still in researh stadium. Components are already broadly used,but everybody seems to have them on their own PC instead of using them online. When theonnetion speeds are suÆient, it will be a lot easier using di�erent omponents online. Theuser does not have to bother any more if he or she has the right version on disk, or whether someomponent is missing for the data to be used et. . . Besides the evolution of onnetion speedsand fast seurity servies, the user also will have to think di�erent about its use of the internet.It will not only be as an information pool but as an extension to its desktop; a pool of sharedresoures. This will probably take some years and some (tehnial) hanges.
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Chapter 2Underlying tehniques for buildingomponentsThis hapter disusses some available omponent models, fousing on their partiular apa-bilities to funtion in distributed (networked) environments and their seurity enhanements.There are probably more available omponent tehniques then disussed here, but it is not thegoal of this thesis to over them all. The following omponent models will be disussed shortly intheir general properties and a more in depth investigation onerning distribution and seuritywill follow. The Mirosoft Component Objet Model (COM) and its later extensions DCOM1and COM+, the OMG Component Objet Request Broker Arhiteture and �nally JavaBeans,Enterprise JavaBeans and RMI.2.1 The Mirosoft Component Objet Model2.1.1 COM, DCOM, COM+ and MTSCOM COM is the Mirosoft Component Objet Model. With this tehnology Mirosoft triedto meet the growing demands for omponent based software development. COM is de�ned as abinary standard and at �rst was also announed to be a network standard. A COM omponenthas one restrition: it has to inherit the IUnknown interfae. In the upoming subsetion we willompare COM with the general omponent model proposed in setion 1.2. This will not be donewithin details, the purpose of the desription is to lay the foundation to explain internet-ableomponents like AtiveX, whih are build on COM.DCOM DCOM is just COM with a longer wire; DCOM extends interations between ompo-nents aross networks. DCOM provides enhanements as loation transpareny aross networkloations. It is based on DCE-RPC2 for transport and seurity mehanisms. DCOM is integratedin the Mirosoft Windows system sine Windows NT 4.0 and is available for free download. Ithas the advantage of many available tools for on�guring and launhing the DCOM Component1also known as "COM with a wire". DCOM is an extension for COM espeially for interations arossdistributed omponents.2DCE-RPC: Distributed Computing Environment Remote Proedure Calling.Remote Proedure Calling integrates with onventional proedural programming languages in aonvenient manner, enabling lients to ommuniate with servers by alling proedures in a similarway to the onventional use of proedure alls in high-level languages.See also [Geo94℄ hapter 5. 18
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 19or CoClass3. For example MTS is built on DCOM for ommuniation with resoure managers(SQL servers and other MTS servers) [Ant97℄.COM+ COM+ is an extension of COM upgraded with MTS servies extensions and newservies. The remote arhiteture does not hange and stays the same as with DCOM, butCOM+ is restrited to in-proess objets. COM+ primary target was easier deployable andextensible omponents. COM+ provides default implementation for the IUnknown interfae,IDispath interfae and lass fatory by using the COM+ runtime environment. For eventsand pakaging there are also defaults available, this eases the work of the developer. Besidesthis deploying options like remote installation of omponents and registering are also takeninto aount [Mar97℄. COM+ inludes so many funtionality it beomes immense to master.Mirosoft realised this apparently and lightened the task of the programmer by supplying defaultimplementations, whih are depited in table 2.1 indiated by a p mark. Summarising, COM+goals are [Mar97℄:� make COM programming easier;� solve problems disovered with COM-based appliation development and deployment;� extend COM with new servies for developers (implementation inheritane, real garbageolletion, aess seurity,. . . );� make a extensible omponent model;Property COM omponent COM+ omponentClass Fatory pDLL Register pReferene Counting pQuery Interfae pIDispath pConnetion Points pMetaDataTable 2.1: COM and COM+ default implementationsMTS The Mirosoft Transation Server inludes among others the following features [Mi99℄:� A three-tier appliation model;� AtiveX support;� Thread and proess management;� Objet instane management;� Component management;3Instead of COM or DCOM Component the term CoClass is sometimes used in doumentation about COMor DCOM. In this thesis the term CoClass will be used when disussing implementation spei� features.
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 20� Shared resoure management;� Transation management, maintaining the ACID4;The MTS lets us develop distributed, salable, omponent based and deployable appliationsenhaned with a transation proessing monitor, whih supports online transation proessingfor omponents based on COM. Through its servies MTS o�ers a framework for server-sideomponents. It is atually the required extension for DCOM to be alled a real DistributedComponent Model. The MTS is onsidered as middleware5.2.1.2 Objet oriented inheritageCOM de�nes a binary standard to de�ne the interfae. The blakbox priniple is very wellsupported here. Mirosoft likes to ompare it with an Integrated Ciruit in their spei�ation (ifone an all it a spei�ation). We an send and reeive signals to the IC but we an not see howit proesses the signals. Only the manual of the IC tells us what e�ets are reahed and whihpreonditions must be ful�lled for this. The determination of these preonditions and poston-ditions is also alled a software ontrat for a omponent (see setion 1.2.1). COM supportsmost of the objet oriented priniples like data enapsulation, instantiation and �nalisation. AllCOM lasses must inherit from IUnknown whih de�nes three methods in its interfae:1. QueryInterfae Informing the user about the supported interfaes.2. AddRef Inreases referene ounter, for garbage olletion.3. Release Dereases referene ounter, for garbage olletion.Instantiation is handled somewhat di�erent then in normal programming languages. There isa kind of fatory available that produes an objet if requested. If the user wants to reate anew instane of a lass he or she must know the GUID6 or the ProgID of the CoClass . AnAPI-funtion named CoCreateInstane with the GUID passed as argument reates an instane.Multiple instanes of the same lass an be made with a CoCLass's ClassFatory. Destrutionof CoClasses is not done manually but with a garbage olletion algorithm alled refereneounting . A CoClasss supports two funtions Addref and Release for garbage olletion. Forevery pointer that points to the partiular CoClass this CoClass will all Addref and the refereneounter inreases by one, if a pointer to the CoClass is removed this CoClass will all Releaseand the ounter dereases. This is a very simple garbage olletion algorithm with a linearomplexity (beause it is done throughout the whole exeution time) and it an not handleirular strutures like shown in �gure 2.1 and �gure 2.2 [Pau92℄. COM+ solves the problemwith irular strutures and still uses referene ounting, a disadvantage is the unpreditablelifetime of CoClasses [Mar97℄.4ACID stands for Atomiity, Consisteny, Isolation and Durability. These are four important properties fortransations5In a three tier system arhiteture (see setion 2.3) the middleware is the glue to onnet the middle tier. Ito�ers onnetion or integration points to both the lient tier and the data tier.6Globally unique identi�er, an identi�er omposed out of the urrent date and time, an inremental ounter,a random number generator and a mahine identi�er. It is assumed to be unique in the whole world, but noguarantee is given.
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 21
CoClass 1 CoClass 2

Figure 2.1: Pointer from memory to struture
CoClass 1 CoClass 2

Figure 2.2: unable to lean up objets not referened from memoryUnfortunately, COM does not support multiple inheritane as it is found by most OOP lan-guages like C++. The Mirosoft team states inheritane is a threat to real enapsulation.Aording to Mirosoft there is no need for atual inheritane in CBSD. The reators of theCOM saw no need to support real implementation inheritane7 beause it an reate manyproblems in a distributed, evolving objet system. Inheritane would not be suitable for reat-ing omponents beause the reuse of eah others implementation without knowing the internalstruture of this implementation is a diÆult and errorprone job. That is an unlikely valid rea-son to omit it, it is far more likely that by omitting implementation inheritane many problemswith COM itself are avoided, like GUID reation and more omplex polymorphismti funtion-ality. Like stated in the general model a omplete ontrat for suh a omponent, ontainingpreonditions, postonditions, invariants and exeptions would help overome this problem. IfMirosoft had begun with a spei�ation of the model before implementing it (they did it theother way around) implementation inheritane would probably be supported. However, theyhave de�ned workarounds of two mutual exlusive situations using aggregation or ontainment,these are desribed in [KK98℄.2.1.3 Resoure, version and data managementCOM has begun its life not as a spei�ation but as an implementation. This has broughtwith it a lot of drawbaks onerning onsisteny and unertainty in partiular matters. Thisis most of all reeted in the doumentation desribing COM and related tehnologies, a lot ofsoures say di�erent things about the tehnology whih is very onfusing. But by entering themarket with an implementation instead of a spei�ation �rst, more ompanies will have diret7two di�erent sorts of inheritane are:implementation inheritane sublassing, inheritane of implementation fragments;interfae inheritane sub-typing, inheritane of ontrat fragments;(see [Cle97℄ hapter 7)
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 22aess to the tehnology and are freed from implementing it themselves. This means soonerdeployment of their produts whih is an important issue for a highly ompetitive market suhas for internet produts. COM is a widely used tehnology beause of three reasons:� Mirosoft Windows is the most widespread lass of Operating System on the market today;� Mirosoft heavily supports COM by integrating it in the basi funtionality of their systemsand allowing developers to build COM omponents to be �t in nie and easy aordingly;� COM gives developers hands-on solutions without them having to bother with inompleteimplemented spei�ations or the need to implement the omponent model themselves.The former three reasons prove COM is a suessful ommerial produt (if we may all it aprodut), and beause of it widespread use, items as Resoure, data and version managementan not be left out the model (or better, the implementation). Knowing this, COM is supposedto have a pretty good support for these items. We will look if this is as stated before.When desribing the general omponent model in setion 1.2, version management is desribedas one of the onsequenes of inremental development, pratially important when onerningdistributed appliations. This is not di�erent with COM omponents, and their makers realizedthe problems arising with di�erent versions of the CoClasses. COM uses immutable interfaes toenhane version management. This means a new version of an existing CoClass will have a newUUID8 and it is not possible to add new funtionality to old interfaes. COM provides a ver-sioning system that allows seamless evolution of omponents [Pau95℄. There are two importantitems in the COM model for versioning and bakward ompatibility:1. immutable interfaes : No new funtionality an be added to older interfaes. New fun-tionality should be exported by adding a new interfae. Notie in COM interfaes itselfare not subjet to a partiular version. It is a ompletely new interfae arrying a newidenti�er.2. Iunknown::QueryInterfae: This method is a sort of introspetion that informs the lientof the funtionality of the omponents (at runtime). Clients interested in using a totallynew interfae an use this method.This is all very lean, but now the problems arise. Without a deent spei�ation of theomponent a developer an not be sure he/she supports the old interfae if they do not haveaess to the ode of this old interfae. Although most doumentation laim supporting the oldinterfae is enough to ensure bakwards ompatibility, this is not enough in reality. If a seamlessintegration or upgrade is desired the developer must also respet the pre- and postonditions asthey are de�ned with the old interfae and probably also invariants and exeptions.Unlike version management, transation management is not part of COM or DCOM. Mirosoftdeided to add this funtionality apart from the atual omponent model in an extensive way.It is known as the Mirosoft Transation Server (see setion 2.1.1) whih is omparable withthe Enterprise JavaBeans Server (see setion 3.3.3) or CORBA's Transation Servie. The MTSwill handle alls to objets or omponents when they are registered with the MTS servie asbeing transational. Besides this transation management funtionality the MTS is also used for8an UUID is the same as a GUID. GUID is the Mirosoft implementation of the Open Software Foundation'sDistributed omputing environment (DCE) universally unique identi�er (UUID). [Sar94, Mi99℄
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 231)noneNo seurity, raw RPC2)onnetAuthentiation during onnetion3)allAuthentiation for eah proedure all4)integrityAuthentiate and verify the request pakets, they must not be altered during transport5)privayPerform seurity level 1,2,3 and 4 and enrypt the paketsTable 2.2: Seure RPC levels of seuritylifetime-yle management and remote objet or omponent invoation. This means it takes oversome of the funtionality of DCOM and extends it towards in favor of database managementsystems funtionality. Just like CORBA ORBs using the General Inter-Orb Protool (see setion2.2.5) the MTS an ommuniate with other MTS's loated on other mahines. SummarizedMTS o�ers a ontext for easy lifetime yle management and transation management whileextending distributed apabilities.2.1.4 SeurityCOM provides seurity on several ruial levels:� It uses the Operating System permissions to determine whether a lient is enabled to startsome ode (a partiular lass of objet).� It uses the Operating System or appliation permissions to determine if a lient is enabledto load the supervised objet, and whether the user has read-only or read-write aess.� COM is based upon DCE RPC and inherits its seurity arhiteture that omes with it.This means it provides an industry-standard ommuniations mehanism that inludesfully authentiated sessions. Also ross-proess and ross-network objet servers withstandard seurity information about the lient are supported.We extend our disussion to DCOM here, so we an investigate the seurity issues with remoteonnetions. DCOM seurity is, just like COM, based on RPC and the Operating System. TheRPC being used is also alled authentiated or seure RPC, reated by Mirosoft. We know RPCan work with TCP/IP, IPX and named pipes, but only the named pipes an provide authen-tiation support. Mirosoft reated the Win32 Seurity Support Provider Interfae, whih is aframework for seurity providers to plug in. The default seurity provider at the moment is theNTLM seurity provider whih is learly a very inomplete seurity provider (see Appendix A).When replaed by a Kerberos protool, it should be muh safer. The Seure RPC spei�ationhas 5 levels of seurity, presented in �gure 2.2.In the previous paragraph, it is obvious that COM fully relies on Mirosoft tehniques forensuring seurity (authentiation); besides the seure RPC the seurity also depends on theOperating Systems. Mirosoft Windows NT andWindows 9x have di�erent seurity mehanisms,and this will be reeted in the available seurity enhanements for COM on those spei�platforms. This implies that COM depends a great deal on the OS it is deployed to, and porting
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Figure 2.3: Aessing COM serviesCOM to other OS's is no fun to do, ertainly not if you want to preserve the same seurityfuntionality. With the introdution of COM+ an extended seurity mehanism for the COMwas introdued. COM+ automates a lot of seurity issues whih would have been done by handif just COM was used.2.1.5 TransparenyFigures 2.3 and 2.4 shows di�erent ways of aessing a COM servie. In �gure 2.3 A showsthe normal way of diretly referring to a COM servie (better known as a loal in-proess all),where it is being referred in the same address spae as the proess who is the referee. B shows aninter-proess all (also loal, but the COM servie resides in another address spae) and C showsthe COM servie if it is loated on another mahine, whih means a remote all. The remotealls rely on RPC, like mentioned in setion 2.1.4. Loation transpareny COM o�ers is notthat fantasti; it stays loal pretty muh. Although COM also use DCE RPC the best it an dois loal inter-proess loation transpareny, with a little help of a software omponent manager[Mi99℄. For these kind of alls both a Proxy (lient side) and a Stub (server side) omponentare required. Beause RPC is used, there is marshalling9 involved in parameter passing, andCOM o�ers three di�erent ways for doing this (automati, standard or ustom see [KK98℄).It is a lot better with DCOM, beause it has network apabilities whih is a requirement forgood internet omponents. DCOM objets requires registration into the loal Windows registry.When at the lient-side there is a CoCreateInstane() all, the loal registry an point out toanother mahine where the DCOM objet must be instantiated. There is a pitfall here: whatmirosoft alls loation transpareny is not loation transpareny like we have de�ned in setion9Marshalling is the proess of taking data items and transforming them into a form suitable for transmitting.Unmarshallling is the proess of disassembling the data on arrival and transforming it bak into the original dataitems.[Geo94℄
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Figure 2.4: COM and AtiveX1.2.3: the user should not have to know about the loation of the remote omponent. WithDCOM a remote omponent must be loated by the user (i.e. By a pointer in the registry), onlyone remote mahine an be de�ned as server (but di�erent loal), and the user must hange thereferene as the omponent moves from one mahine to another. It is fairly omplex to build adistributed system with DCOM [KK98℄.2.2 Common Objet Request Broker Arhiteture2.2.1 What is CORBA?The Common Objet Request Broker Arhiteture (CORBA) is a spei�ation designed by anindustry onsortium, the OMG. It was meant to integrate diverse appliations within distributedheterogeneous environments[Ste97℄. For an exellent introdution into what CORBA stands forreading [Ste97℄ from Steve Vinoski is a good advise. CORBA is atually a very important partof the Objet Management Arhiteture (OMA). The OMA de�nes two things: an Objet Modeland a Referene Model. The former involves the OMG Interfae De�nition Language (IDL) forde�ning interfaes, while the latter is responsible for the Objet Request Broker (ORB), whihwill be explained later on. Desribing everything the OMA spei�es implies writing a few books,so this introdution is very brief in relation to the existing spei�ations. CORBA atually triesto takle everything a real omponent model must inlude from within its spei�ation; objetoriented onepts, blakbox priniple, polymorphism, exeption handling, omposition, intro-spetion, persistene, versioning, transation management, portability, transpareny, seurity,GUI, ustomizability and lots more.
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 262.2.2 Objet oriented inheritageOMG only makes the spei�ation, not an implementation. This is why they must have away to desribe objets available for use in their system without the need to use implementationspei� behavior Therefore the OMG introdued IDL for desribing the interfae of an objet.The IDL is a very omplete language for desribing suh interfaes based on the ANSI C++lexial rules and pre-proessing [Joh96℄. It is strongly typed, but has a type any whih anhold any OMG IDL type, so if neessary most restritions of the strongly typed interfae anbe overruled. The IDL an desribe attributes, operations, exeptions, multiple inheritane,referenes and most other things we are used to using in OOP languages like C++ or Java.Somewhat onfusing, but very useful in big projets for example, is one an de�ne a module inthe IDL ontaining several interfaes for grouping them together. Simple, eduative examples ofan IDL desriptions are shown in �gure 2.5. A onsequene of this approah is a good support ofthe blakbox-priniple and it stimulates the use of ontratual programming. Here the interfaede�nition is the atual ontrat.module TiketMahinefi n t e r f a  e F i r s tC l a s sT i  k e t ;i n t e r f a  e SeondClassTiket ;g ;i n t e r f a  e AutoMobilefs t r u  t CarPropert i e s flong speed ;f l o a t o i l ;long s e r i a l n r ;g ;vo id a   e l e r a t e ( in i n t aspeed ) r a i s e s ( CarNotStarted ) ;long getSpeed ( ) ;void brake ( ) ;f l o a t ge tO i l ( ) ;vo id getCarData ( out long s e r i a l n r , out f l o a t o i l ,out long speed ) ;g ; Figure 2.5: OMG IDL examples2.2.3 Resoure, version and data managementThe entral key to the management of the di�erent objets available in the system is the ORB.One ould see it as a servie; a lient an request an objet to it or store a new objet (see �gure2.6). It is omparable with a entral database, distributed over the (networked) system, o�eringobjets and registering for objets. CORBA has several servies10 making a programmers lifeeasier desribed in [Obj98℄ and summarized in [Jan99℄. Partiularly interesting is the Objet10Naming servie, Event servie, Persistent Objet Servie, Life Cyle Servie, Conurreny Control servie,Externalization servie, Relationship servie, Transation servie, Query servie, Liensing servie, Propertyservie, Time servie, Seurity servie, Trading Objet servie
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 27Transation Servie (OTS) whih manages transations, but has poor support for distributed(nested) transations as desribed in [Geo94℄. This is surprising beause CORBA is made fordistributed systems.
Object Request Broker

Client

Object implementations

IDL Stubs

Request

Figure 2.6: A lient making a request to an ORBThe Interfae Repository is desribed as ". . . the omponent of the ORB that provides per-sistent storage of interfae de�nitions it manages and provides aess to a olletion of objetde�nitions spei�ed in OMG IDL." in [Obj99℄. This repository is among others onerned withnames, identi�ers and types. The repository is also important for version management, [Obj99℄says: "The new versions will have distint repository IDs and be ompletely di�erent types asfar as the repository and the ORBs are onerned. The IR provides storage for version identi�ersfor named types, but does not speify any additional versioning mehanism or semantis." A lotof responsibility onerning version management is delegated to the programmer.2.2.4 SeurityIt is diÆult to de�ne an exat and good seurity model with only a spei�ation. The seuritymodel needs to be onform with with the di�erent programming language bindings whih existfor the CORBA IDL and the di�erent OS's where an ORB is available. An important threatis the replaement of a omponent by a maliious omponent, o�ering the same interfae (sothe lient does not notie the hange), but doing some nasty thing in the implementation. Byonsequene authentiation of omponents and impersonation are important issues and will bedisussed in greater detail in setion 4.3.3.2.2.5 TransparenyThe CORBA is learly the �rst real distributed omponent system we enounter in our disus-sion. Using the ORB it an o�er system-wide loation transpareny and aess transpareny ( =network transpareny), and the other sorts of transpareny de�ned in setion 1.2.3 are also prettygood supported through the ORB, exept for some programming language dependent kinds oftranspareny like failure transpareny. CORBA and transpareny were meant for eah other,so it seems when investigating the arhiteture OMG designed for onstruting new objets and
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 28invoke methods on them. The �rst servie whih enhanes transpareny is the Naming Servie;it returns an objet loation in exhange for the name of the objet. The Naming Servie aneven return loations based on externally visible harateristis of objets suh as the last timeit was hanged. [Obj98℄ indiates the role of the Naming Servie for transpareny: "Namingservie lients need not be aware of the physial site of name servers in a distributed environ-ment, or whih server interprets what portion of a ompound name, or of the way that serversare implemented" and "Existing name and diretory servies employed in di�erent network om-puting environments an be transparently enapsulated using naming ontexts." 11. The lastquotation says the naming servie an funtion in an environment where di�erent ORBs areinteronneted.Two ORBs an ommuniate with eah other using a bridge, either in a immediate12 or anmediate13 fashion [Obj99, Joh96℄. Objets an be used throughout the di�erent ORBs using theInteroperable Objet Referene. This requires the following data [Joh96℄:� the objet type� the protools of the invoked ORBs� the available ORB servies; e.g. transation and seurity servies must be negotiated.� the hane that the referene is null and avoiding unneessary work this way, there is nouse searhing or transporting null-values.Figure 2.7 gives us an overview of the interoperability possibilities.
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omniORB2Figure 2.7: CORBA ORB Inter-operability11a naming ontext is an objet that ontains a set of name bindings in whih eah name is unique. To resolvea name is to determine the objet assoiated with the name in a given ontext.12two ORBs speaking over a single bridge translating from one into the others language diretly. Interonnetingn di�erent ORBs needs (n2�n)2 di�erent bridges13two ORBs have eah a bridge onneted to a general domain speaking to eah other in the language of theommon domain. Interonneting n di�erent ORBs needs n-1 bridges (assuming the ommon domain is one ofthe ORBs languages)



www.manaraa.com

CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 29In the sope of this thesis it is partiularly interesting how CORBA ommuniates over theinternet. It is possible to onnet two ORBs using a TCP/IP onnetion, and still o�er loationtranspareny and other servies, as if you were using a single ORB. For this sort of ommuniationbetween ORBs, OMG has desribes a general protool on whih other more spei� protoolsshould be build: the General Inter-ORB Protool . Figure 2.8 shows how the OMG designedtheir extensibility for di�erent Inter-ORB Protools [Obj99, Joh96℄. For ommuniation betweenORBs using a TCP/IP onnetion the Internet Inter-ORB Protool (IIOP) was designed as ahild of the GIOP. Atually, the IIOP is like the "IDL language mapping" for the GIOP. Byallowing two ORBs to ommuniate over a TCP/IP onnetion, they are enabled to o-operateover the internet. IIOP is a mandatory servie for the OMG ORB and an be used as theommon domain protool in ase of mediate bridging.
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Figure 2.8: The CORBA interoperability spei�ation struture2.3 Java, Java Beans, Enterprise Java Beans and RMIJava is an Objet Oriented programming language, syntatially based on C++, made bySun. Originally it was meant to serve as a development platform for embedded systems (thelanguage alled Oak bak then). It is an interpreted language to a ertain level; Java programsare ompiled into byteode and this byteode is exeuted with a virtual mahine. By providingsuh a virtual mahine for di�erent platforms Sun laims to support platform independene,thereby Sun releases spei�ations for their virtual mahine so anyone is free to implement theirown aordingly. This platform independene is a topi for disussion beause only the mostwide-spread operating systems like Mirosoft Windows, Linux and Solaris have up-to-date virtualmahines. For onveniene we will assume platform independene is a realized objetive in thismatter. Assuming this we see a �rst point of importane for internet. Instead of booming in theembedded systems area several internet browser makers began to add a virtual mahine in theirbrowser and Java grew out to be an important internet language. Beause its possibilities areomparable with the possibilities one has when working with C++, Smalltalk or Ei�el it addedgreat power in making the internet interative.The omponent model based on Java Sun has introdued is known as Java Beans and is de�nedas follows [Ham97℄:
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 30A Java Bean is a reusable software omponent that an be manipulated visually ina builder tool.and must be re�ned further to exatly desribe what a Bean is. During this setion we willquestion if the JavaBeans model is "worthy" to be alled a omponent model, beause it laksmany basi funtionality a real omponent model should have. For one it is totally Java depen-dent14. We will onsider the server-side omponent model Java developed, namely EnterpriseJavaBeans (EJB). These EJB are designed espeially for enterprise appliations and simplifythe job of the developer writing the so-alled server-sided omponents [Bru00℄. Being designedespeially for enterprises, they support several onepts used in enterprise software developmentlike multi-tiered15 appliations, transations, seurity and muh more. It is best to avoid on-fusion between EJB and the normal JavaBeans by stating that EJB atually de�nes a speialmodel for developing omponents or even servies for the server-side and an use JavaBeansin doing so, but EJB provides the server-sided framework. Searhing for similarities betweenJavaBeans and EJB other then being spei�ation for a omponent model, are useless; they aretotally di�erent. While the former is mostly used in appliation development tools, the otherde�nes server-side, enterprise-aware servies for deployment [lab99, Vla99℄.2.3.1 Objet oriented inheritageThe JavaBeans omponent model is probably the most simple one a developer an imagine.There are two guidelines one must follow writing a Bean:Properties deide whih properties of the Bean are aessible/on�gurable by implementinggetXxx and setXxx methods for eah of these properties with the appropriate aess iden-ti�ers.Serializable to enhane easy serializabilty for preserving the state of a Bean, the Bean mustimplement the Serializable interfae.Beause of these simple guidelines for reating Beans, everything what the Java language o�ersas objet oriented onepts is also available for Bean omponents. In fat, Sun de�ned mostof their visual framework, known as Swing , a subset of the Java Foundation Classes, followingthe JavaBean model. This enables easy visual manipulation of Java UI building omponents invisual builder tools.Beause the JavaBeans model is so lose to Java, it supports the same objet instantiation,polymorphism, inheritane, exeption handling, aggregation and other objet oriented proper-ties, like desribed in [Jam96℄. So also garbage olletion instead of an expliit objet destrutoris provided for JavaBeans. But JavaBeans are distinguished by some features most normal Javalasses do not have [Ham97℄:introspetion exposes the Beans publi methods at design- or runtime, see also setion 1.2.4.14There is a work-around available, Java Beans an be used with a COM-wrapper enabling it to support betterinteration with native programming language environments supporting COM (see 3.2.4).15Two-tier:the lient tier onsists of "fat" lients, whih ontain the business logi for the appliation arhi-teture;Three-tier: the lient tier onsists of only "thin" lients that ontain logi to all the business logi appropri-ately. Three-tier appliations helps the salability problem out of the lient and onto a separate tier;Multi-tier: there are as many tiers as needed in the system to separate the neessary servies [Mai98℄.
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 31ustomization enhanes the appliation builder tool with design-time ustomization of theappearane and behavior of a Bean, see also setion 1.2.4.events support for events takes are of onneting di�erent Beans to eah other.properties like normal lasses, but important for ustomizations.persistene so the ustomized state an be saved and restored by the appliation builder tool.With these features, JavaBeans approahes the blakbox priniples desribed in setion 1.2.1.2.3.2 Resoure, version and data managementIn the JavaBeans API spei�ation [Ham97℄ versioning is not mentioned one as an availabletehnique in the model. The developer must program the version management by hand, forexample using JARs16 ontaining information to ensure a newer version replaes an older one.JAR �les an hold data about the �les it ontains like the pakaging date and vendor name[Lis99℄.The Beans spei�ation itself does not address revision management (version management) anddynami replaement. The spei�ation ignores more important issues for omponent modelsthen version management alone. In doing so the Java Bean model starts behaving like a Java-only omponent model not meant for serious appliations. It is obvious this model foussesmainly on assembling User Interfaes, what does not mean there are no possibilities for usingBeans outside visual assemblage.Sun ompensated the original JavaBeans approah by introduing the EJB for server-sidepurposes whih are suitable for the more serious internet enabled appliations nowadays. Itexists out of an EJB server managing EJB ontainers and EJB objets. The EJB model inludestransation, resoure and seurity management, whih are important for server-side omponents.EJB is a middleware omponent model [Vla99℄. Just like the OMG with CORBA they did noto�er an implementation but a spei�ation for this model. By the time Sun began developingtheir spei�ation, they had an example available; the Mirosoft Transation Server. In the nexthapter it will beome obvious Sun atually used MTS as an example for the spei�ation andthe EJB model will be further explained.2.3.3 SeuritySine JavaBeans are written in Java, they have to omply to the seurity model of the VirtualMahine they are using. Muh has hanged sine JDK1.0 , the �rst release of the Java Devel-opment Kit. This release supported a seurity model known as the Sandbox Model depitedin �gure 2.9 and desribed in [JSF96℄. This way, an applet or remote appliation ould aessno resoures at all, and a loal appliation an have full aess. An Applet an do whateverit wants in its sandbox, but has no rights at all outside the sandbox. Java2 (the name forthe Java version shipped with JDK 1.2) has replaed this with a �ne-grained seurity systemswhere aess to resoures an be ontrolled individually aording. A user-spei� poliy �letogether with a system global poliy �le are loaded into a seurity manager and this seuritymanager manages the permissions of the appliation exeuting in the JVM, more partiular, tothe exeution spae of the user assoiated with the poliy �le. This way an applet from a spei�16A JAR �le is a ZIP format Java arhive �le that may ontain a manifest �le with additional informationdesribing the ontents of the JAR �le. JAR �les are used to pakage lass �les, serialized objets, images, help�les and similar resoure �les.[Ham97℄
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 32origin an be onsidered trustworthy and gain aess to system resoures by authentiation. Forexample, it is possible to allow an applet from a ertain soure to write something in a spei�eddiretory on your hard-disk.We ould say Java is a pretty seure language, but the virtual mahine implementation an be adangerous seurity leak. For example, Mirosoft Internet Explorer and Netsape Navigator bothuse their very own virtual mahine. Due to implementation bugs serious holes in the seurity arepossible (it happened before!). For serious (ritial) seurity management, the only trustworthyway is depending on a formal prove of the virtual mahine. [Dan98℄ desribes the Java RuntimeStak Inspetion as used in the Netsape JVM on a formal basis, using few axioms to obtain aformal model to hek aess ontrol. It uses a belief logi known as ABPL-logi as desribed in[M. 93℄, and starts with four primitive funtions to hek eah frame on its privileges:1. enablePrivilege()2. disablePrivilege()3. hekPrivilege()4. revertPrivilege()In order to aess a resoure R the system heks (urrent stak frame).hekPrivilege(R)before granting aess to R. The only way to be sure your system is seure is to have a formalprove of its seurity orretness. Note this an also be said of a lot of other environments. Amehanism to desribe authentiation protools for distributed systems on a formal basis thatis used a lot in general is BAN -logi (Burrows-Abadi-Needham). This falls outside the sope ofthis thesis, more information an be found in [Geo94, M. 90℄.

Figure 2.9: JDK 1.0 Seurity Model Figure 2.10: JDK 1.1 Seurity Model2.3.4 TransparenyPure Java does not o�er transpareny, the Java Virtual Mahine (JVM) has to know wherethe lasses are loated to load them. Sun added a mehanism to use objets, loated on othermahines, and alled it the Remote Method Invoation. This allows programmers to remotelyuse objets and use them if they were loal objets. The possibility of treating a remote objet asa loal one, adds some aess transpareny to the language. However the loation of the objetmust be partially known before one an make use of it; the objet will be registered with thermiregistry , a naming servie. A lient of the objet must know the loation of the rmiregistry,
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Figure 2.11: JDK 1.2 Seurity Modelwhih implies no real loation transpareny is obtained here. There is only loation transparenyat the lower level: it does not matter where the objets registered by the rmiregistry are loated,as long as it is known where the rmiregistry is loated the objets an be used remotely. Thearhiteture of RMI is shown in �gure 2.12. In order to make objets suitable for RMI, aserver interfae has to be written, together with the atual implementation. An example ofa time servie, giving urrent time is listed in �gure 2.13 (the interfae) and �gure 2.14 (theimplementation). When this is done the developer an use the rmi tool to generate the stuband skeleton for lient and server.
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Figure 2.12: the RMI arhitetureSine the introdution of JDK1.3 (better know as the Java SDK Version 1.3 ) there are twokinds of protools RMI an use to ommuniate [Ses00℄. The �rst one is the Java RemoteMethod Protool and is a wire level, stream based protool on top of TCP/IP. For the seondRMI version, Sun and IBM have gathered fores and made RMI-IIOP ; RMI using the ObjetManagement Group Internet Inter-ORB Protool. This is one of the many fators whih makeslear Sun wants to push the Java programmers towards CORBA as an extension to Java. Latestfats of this evolution are the CORBA Beans, whih means JavaBeans and a CORBA ORB areused together as a omponent system. This will be disussed further in setion 3.2.3.
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CHAPTER 2. UNDERLYING TECHNIQUES FOR BUILDING COMPONENTS 34/��� Time Se rv i  e I n t e r f a  e f o r d i s t r i b u t e d ob j e  t�/import java . rmi . � ;import java . u t i l . Date ;publi interfae TimeServieI extends Remotefstat i publi f ina l St r ing TIME SERVICE NAME = "TimeServie " ;/��� �returns the ur r en t time aord ing to the s e r v e r�/publi long getServerTimeStamp ( ) throws RemoteExeption ;g Figure 2.13: the server interfae
/��� Time Se rv i  e , a remote time s e r v i  e�/import java . rmi . � ;import java . rmi . s e r v e r . � ;publi lass TimeServie extends UniastRemoteObjetimplements TimeServieI f/��� g i v e s bak a timestamp oded in a long number� �returns long the a tua l timestamp�/publi long getServerTimeStamp ( ) throws RemoteExeptionfreturn System . ur r en tT imeMi l l i s ( ) ;g/��� the ons t ru to r f o r the t ime s e r v i  e�/publi TimeServie ( ) throws RemoteExeption fSystem . out . p r i n t l n ( "new TimeServie ob j e  t a v a i l a b l e " ) ;gg Figure 2.14: rmi implementation
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Chapter 3Comparing omponents
3.1 Starting a battleIf we are omparing omponents on their apabilities for the internet, there are a oupleimportant properties to highlight. Transpareny, seurity and portability for example. Forenterprise omponents transation management will also be an important topi in evaluation.This omparison is not intended to be a mutual exlusive one. Most of the times di�erentomponent tehniques an be ombined (using bridges or some intermediate tehnology), thisway the best properties of the partiular tehniques an be deployed on plaes were they are ofthe most use. Notie the impliit omplementary behavior whih an follow onsidering it thisway. Can we atually ompare di�erent omponent tehniques? I think it is diÆult to omparethem to eah other, beause of there omplementary behavior and the di�erent bakgrounds onwhih they are build. This would take us to a omparison of their fundamentals, whih is notthe goal. A omparison is most useful if we limit it to a ertain property, and not the omponentas a whole. It is even more aurate if there is a general model (like de�ned in setion 1.2) towhih we an ompare in an objetive and neutral way. In the early days, a programmer hadaess to a limited resoure of tehniques and adapted the solution towards the used tehniques.Nowadays, this has hanged. The developer designs a solution and hooses the best tools andtehniques to implement this solution, not hanging the premised solution. This hapter fousseson, besides a general desription, transpareny for omponents, the following hapter will takleseurity properties for omponents.Whih are the omponents we an ompare? For one we an split up between the "normal"ones like AtiveX omponents and JavaBeans, and those espeially for server-side servies likeMTS and EJB. This is one level, another level is to ompare the omponent models like (D)COMand CORBA. For example, there is no use omparing JavaBeans and MTS, beause there is nodiret relation in the servies they o�er. There are already a lot of omparison written down,unfortunately not all are very spei� omparisons. Most of the omparisons say the samethings, and make subjetive onlusions about whih is the best omponent tehnique. Forone, I am onvined there is no best omponent model as a whole, but there an be winnersat spei� domains. For a detailed omparison between DCOM and CORBA, see [P. 97℄. Amore general omparison between COM and CORBA, inluding a desription of both, an befound in [Jan99℄. A omparison between COM and a general omponent model like desribedin setion 1.2 inluding a taxonomy of development environments and tools an be found in[KK98℄. [Gop98℄ ompares Java/RMI, CORBA and COM, but only on an introdutory level.35
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CHAPTER 3. COMPARING COMPONENTS 36The rest of this hapter will inlude a omparison between AtiveX and JavaBeans and server-side servies EJB and MTS. Conentrating on distributed and portability properties, CORBAis inluded in our disussion where it is revealing.3.2 AtiveX vs JavaBeans3.2.1 AtiveXAtiveX an be divided in di�erent kinds [Mi99, Zan97, San96℄:AtiveX ontrols reusable software omponents designed to add speialized funtionality toa Web site, desktop appliation or a development toolAtiveX douments enabling browser to use non-HTML doumentsAtiveX Sripting enables AtiveX to use sripting languages suh as JavaSript or VBSript.AtiveX Server Components enables the Web Server to interfae to server software ompo-nents using tehniques suh as ISAPI and CGIEven with the separation of AtiveX in di�erent kinds, it stays a fuzzy de�nition. This hasits reasons: AtiveX is a name the "marketeers" of Mirosoft ame up with after the OLE2hype. The �rst version of OLE was OLE1 and was based on Mirosoft Windows 3.0 DDE. DDEwas primarily based on ommuniation using the Windows event model [Cha96℄. It was anenhanement for embedding one appliation in another or even link appliations to a doument.The �rst steps of Mirosoft into the douentered world. OLE1 was to massive and was split upinto OLE2 and COM, the former used no longer DDE for data exhange but was built on thelatter, while the latter de�ned a multifuntional omponent objet model. OLE2 was kind ofan extension to OLE1, but with smarter fundamentals, it o�ered smart douments, struturedstorage (persistene), prebuilt ontrols, lipboard data transfer and OLE automation (speializedmaros). At �rst, AtiveX was just another nie name for OLE2 with an extension to internetfuntionality, nowadays I do not think they ould give a proper de�nition for it at Mirosoft.Programmers onsider AtiveX primarily as a glue for ombining di�erent tehniques, like statedin setion 1.2.2. At Mirosoft they all itA marketing name for a set of tehnologies and servies, all based on COM (themodel, the "ORB", and the servies).This way AtiveX is a pakaging tehnology for COM and built on COM. Users (non-programmers)are more likely to think of AtiveX as an AtiveX Control. AtiveX is the Mirosoft way ofbringing CBSD loser to the web.The AtiveX Control de�nition has also the losest math with the JavaBeans de�nition (seesetion 2.3), so AtiveX and JavaBeans are andidates for a omparison. They are most ofall visible omponents (inluding GUI funtionality) and loser to an intuitive de�nition of aomponent, unlike the other kinds. The oming disussion will fous on them for our furtherinvestigation. AtiveX Sripting and AtiveX Server Components atually are not divisible:AtiveX an ommuniate with server omponents through the use of sripting languages likeJavaSript , JSript or VBSript. The beauty of AtiveX sripting one �nds in the possibility tode�ne your own sripting language for speial purposes. At the time, the Common Gateway In-terfae (CGI) and Internet Server Appliation Programming Interfae (ISAPI) are the two most
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CHAPTER 3. COMPARING COMPONENTS 37widely used sripting methods for server interation, where ISAPI is an extension and improve-ment of CGI. ISAPI an work diretly with OLE and an handle more omplex funtionality,CGI does not provide suh funtionality. CGI transmits data by using environment variables,ISAPI through an OLE-interfae enabling server-side AtiveX this way. A onsequene is thatthe ISAPI an run in the server-proess, and CGI only outside the server-proess, so CGI needsto start a new thread for every request and ISAPI an use an existing thread to delegate anew request [San96℄. AtiveX douments are a onsequene of the "OLE past" of AtiveX, likedesribed in the previous paragraph, a doument an be embedded in another doument with-out foring the user to manually start the partiular appliation responsible for that embeddeddoument. E.g. a pdf-�le opens in Mirosoft Internet Explorer (IE), beause IE knows the do-ument type and starts the responsible ontainer for the type (in this ase Arobat Reader). Theviewer will work inside IE beause it uses a ontainer with a COM interfae enabling uniformommuniation with the "parent" appliation.3.2.2 JavaBeansJavaBeans, the omponent model Sun introdued for Java, is not as suessful as AtiveXis for Mirosoft. We have already introdued the JavaBeans model in 2.3, so we an limit thedisussion here to properties important for omparing them. Sun designed the JavaBeans modelwith visual manipulation of GUI building bloks in builder tools in mind, but has reognized awider and more diverse range of use for them. The last ouple of years, JavaBeans are extendedwith the JavaBeans Ativation Framework (JAF)[Bar99℄, whih enables pluggable omponentsas a prime servie. The JAF servies inlude1. determination of arbitrary data types;2. enapsulation of data aess;3. automati disovery of operations available for ertain data types;These servies together enhane the extension of existing appliations with new plug-ins (e.g.A spell-heker added to a text proessor separately). Besides the JAF, Sun has ome upwith the Drag-and-Drop (DND) spei�ation [Lau98a℄, whih allows java programmers to useOS independent Drag-and-Drop interation, and integrate with the platform Drag-and-Drop ifdesired. The DND spei�ation [Lau98a℄ inludes� uniform data transfer mehanism;� ontinuos event-handling (soure determination, dropping, dragging over, dragging un-der,. . . );� AWT drag-and-drop;� possible extensions to input or output devies;Although this is a GUI feature, it also extends the apability of working with uniform data-transfer methods between di�erent appliations. By onsequene a lipboard an be used just asthe lipboard in Mirosoft Windows. This uniform data-transfer is enfored by DataFlavors; amehanism for onverting native data type to Java MIME types, even aross the JVM bound-aries. This mehanism is de�ned in the JAF spei�ation [Bar99℄ and in the Drag-and-Dropspei�ation [Lau98a℄.
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CHAPTER 3. COMPARING COMPONENTS 38The next extension to JavaBeans is the Bean Context environment, better known as theextensible runtime ontainment and servie protool desribed in [Lau98b℄. The spei�ationde�nes its purposes as". . . to introdue the onept of a relationship between a Component and its envi-ronment, or Container, wherein a newly instantiated Component is provided witha referene to its Container or Embedding Context. The Container, or EmbeddingContext not only establishes the hierarhy or logial struture, but it also ats as aservie provider that Components may interrogate in order to determine, and subse-quently employ, the servies provided by their Context." [Lau98b, Lis99℄It de�nes how JavaBeans an be logially strutured (in a hierarhial way) in their environment.Like in [Bar99℄ the primary goal is to provide an extensible servie mehanism through the useof a protool. The Bean Context environment tries to enfore this by de�ning a ontainerrepresenting the Beans' environment and the atual omponent (a Bean) resides inside theontainer. The ontainer allows the Bean to interrogate it about the available servies of theenvironment whih are available to the Bean. This means the Bean Context API provides theprogrammer tools to logially group beans in a ontext and let them interat with it.
services

services

BeanContext

JavaBean

JavaBean

JavaBean

BeanContextFigure 3.1: JavaBeans grouped hierarhially in ontexts3.2.3 ComparisonWhile the AtiveX market has the largest share of the omponent market, JavaBeans werenever so suessful on the omponent market. JavaBeans are more suessful on the free andopen soure market it seems. I guess this will not hange as long as most PC's will be equippedwith a Mirosoft OS.TransparenyHow about loation transpareny with AtiveX? It is diÆult to make an uniform statement,for the di�erent kinds of AtiveX tehniques. It is easier to look at the loation transpareny
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CHAPTER 3. COMPARING COMPONENTS 39at a lower level: COM or DCOM. , like we did in setion 2.1.5. In its most natural form, anAtiveX omponent is just a COM objet, so transpareny properties for COM or DCOM anbe used for AtiveX. As with DCOM it is obvious real distributed programming is not possiblewith just AtiveX. Beause, by onsequene, all things DCOM misses, AtiveX misses also. Inthe urrent use, internet download-and-run omponents, that is probably no problem. Considerthis example: due to inreasing bandwidth and speed of internet ommuniation, the user isno longer obligated to buy and install a new piee of software, lets say a Personal InformationManager (PIM), but use it online. The user pays a ompany for the use of the omponent onthe ompany's server and downloads just an interfae for ommuniating with the omponent.And lets say the PIM is integrated in Mirosoft OÆe. The ompany is very suessful and a lotof people deide to use its PIM. The ompany deides to use several servers to o�er the servie.But one server fails, just the one you were using. No problem, the ompany laims there arelots of other servers available o�ering the omponent. But the PIM refuses to work: there isonly one referene in the registry, just to that spei� server that failed. As long as the serveris not bak online, your PIM is useless, and beause you do not know where the other serversare loated, and ertainly not how to adapt the referene in your registry, you paid money fornothing. If real loation transpareny was o�ered by DCOM, nor you or the ompany wouldhave a problem: If another omponent (with less workload) was available elsewhere, it wouldautomatially be used, no matter if the (legal) server was loated in Cuba, New York, Belgium,Japan or somewhere in Russia. In a way AtiveX omponents are transparent for the user. Theyare self-registering on the lient mahine and an work as well at the server side (with the helpof ISAPI or CGI sripting), as at the lient side. AtiveX an register itself in the registry ofa Mirosoft Windows platform. Nevertheless AtiveX support for transpareny is rather poor.The lient must know were to �nd the omponent if it is loated on the server side. This wouldnot be so terrible was it not for the lak of migration transpareny and network transpareny,beause of its (D)COM foundations (see setion 2.1.5).The transpareny issue is solved by adding a MTS to the environment. Components an beregistered by the MTS and will provide network transpareny to the omponents. There is onesimple requirement: one must know were the server proess is loated to bene�t from the o�erednetwork transpareny (just as one has to onnet with the ORB to take when using CORBA).Before proeeding and using the deployed omponents the lient has to obtain a pointer to theserver proess �rst. It is suÆient to know the DNS name of the mahine where the server proessis loated for getting the referene to the server proess. One the lient has the referene itdoes not matter whether the omponent is loated in-proess on the server, out-proess on theserver, in-proess on another mahine or out-proess on another mahine. What does matter isthat the omponent is registered with the MTS.The previous paragraphs indiated AtiveX without some other help is not very suitable whenthere are demands for high network transpareny. Its ompetitor, JavaBeans, does not muhof a better job. Being built on Java it uses RMI to have some network apabilities. WhereDCOM supports Seure RPC, RMI is hardly a save ommuniation protool. Sure, it an passthrough �rewalls using HTTP-tunneling and misguiding the �rewall1 this way, but what wereally need is some authentiation of the RMI-request and RMI-respond [Mar99℄. This will bedisussed in the next setion. The transpareny RMI o�ers is very "loal" like mentioned insetion 2.3.4. This is atually not surprising if you onsider the way JavaBeans are de�ned insetion 2.3 [Ham97℄. They aimed at the GUI market as a primary target. If you would enfore1if the �rewall allows TCP/IP onnetions
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CHAPTER 3. COMPARING COMPONENTS 40loation transpareny with GUI omponents this means the omponent should be able to drawon a anvas loated on another mahine. Rediretion of graphial output is OS-dependent andnot al OS's support this2. JavaBeans are not network transparent in general, this is a propertySun did not address very well with the JavaBeans model. The question is, an we add networktranspareny like MTS did with AtiveX? A �rst requirement is that the omponent should notinlude GUI funtionality, otherwise a download-and-run approah or possibilities for graphialoutput rediretion are demanded to be portable. Note that AtiveX su�ers from the samedisadvantages. A seond demand is the division between the interfae and the implementation(the interfae is used by the lient to address the implementation and ensure transpareny).This is possible using RMI together with CORBA, Sun provides RMI-IIOP in ooperation withIBM espeially for this kind of situations.There is a trend to use JavaBeans with a CORBA ORB, known as CORBA Beans. The ORBhandles the distribution of the beans and o�ers the transpareny. We will see EJB resolvessome issues, but tends to narrow its servies to multi-tier systems for enterprise developmentand is limited to middleware servies, whih is a too limited perspetive for ommon JavaBeans.The proposition for a fusion of CORBA and JavaBeans omes from a paper " CORBA Compo-nent Imperatives" published by Netsape, Orale, IBM, Sun and the Gang of Four (authors of[Eri95℄). The name JavaBeans++ was born; JavaBeans pakaged into JAR's and registered anddistributed by the CORBA ORB. The CORBA name for a pakaged omponent (a JavaBeaninside a JAR) is a CAR. It is even possible to import the CORBA Beans in a visual buildertool, using the Beans proxy and still supporting the introspetion features. CORBA enhanesthe JavaBeans model with [Rob98℄� interoperability among other programming languages (there are OMG IDL mappings forC++, C, Smalltalk, COM, COBOL,. . . );� an Objet Request Broker, a distribution system;� a plug-in framework, a JavaBean an be added to the ORB at any time;On the other hand, JavaBeans enhanes CORBA with [Rob98℄:� a ready to use omponent model. JavaBeans are not just a spei�ation: there exists animplementation (whih is just Java of ourse);� usability in visual builder tools (event oupling, introspetion,. . . );� a proven pakaging tehnology: JAR;AtiveX ontrols and JavaBeans are targeting the same market, but are also omplementaryonsidering ertain servies. Although they try to o�er the same servies, there are di�erenesdepending on how Sun or Mirosoft interprets these servies, like transpareny. Apparently,when designing their omponent models network transpareny was not an issue. For AtiveXControls there is only loal transpareny, beause an AtiveX ontrol registers within the Win-dows registry. JavaBeans do not even o�er this kind of transpareny on the loal mahine. Itmust either be inluded in the lasspath system variable CLASSPATH or added as an option theommand line starting the appliation. E.g. java -p /usr/loal/beans/xml4j.jar -jar2the X-server on UNIX systems does, but a Mirosoft OS does not provide graphial output rediretion as abasi servie.
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CHAPTER 3. COMPARING COMPONENTS 41arguouml.jar means the main lass is loated in the argouml.jar �le and that it needs thebean stored in xml4j.jar loated in the diretory /usr/loal/beans; not really what an bealled loation transpareny. Summarizing, this means the atual use of AtiveX ontrols andJavaBeans is not suÆient to be alled internet omponents, whatever the marketing peoplelaim. However, they are important for the internet in their urrent state: as download-and-runpakages. Main di�erenes between transpareny are due to AtiveX registry entries, and thistakes AtiveX loal "transpareny" one step further then JavaBeans. A possible solution ouldbe to register existing JavaBeans within the JRE and store the JavaBeans in a sort of "beansdatabase" where the user an add and remove Beans as they wish. An automati registration(keeping seurity regulations in mind) should be a possibility for automati upgrading and ex-tending Java appliations. The automati extensibility is already a fat using the JAF extension,but laks the neessary transpareny.PortabilityBoth AtiveX and JavaBeans are platform independent in their own way. AtiveX an makeuse of its COM basis to provide platform independene. Mirosoft laims COM is platformindependent3, but it is an arti�ial independene. It is mostly platform independent throughoutthe di�erent Mirosoft platforms beause of the OS spei� features suh as seurity. JavaBeansare portable as long as there is a JVM available for the target platform. Beause the serviesthe JVM o�ers are platform independent, the Beans will have a onsistent behavior no matteron whih platform they are deployed. There is one exeption to this rule: the Mirosoft JavaVirtual Mahine (msjvm). Mirosoft deided to build its own JVM without respeting the Sunspei�ation desribed in [Jam96℄. As a onsequene Java applets or appliations exeutinginside the msjvm have aess to OS resoures. Mirosoft introdued the WFC (the WindowsFoundation Classes, a GUI api based on the MFC arhiteture) whih runs faster than thedefault AWT (the msjvm still does not support Java2, so no JFC is available). Faster, beauseit exeutes native ode and gets the GUI elements out of Mirosoft Dynami Link Libraries(dll). Unfortunately this implies seurity leaks (the msjvm seurity is not the same as the SunJVM) and the developer looses all portability. Applets written with WFC an only exeuteon a Mirosoft Operating System. Visual J++, the Java developer tool from Mirosoft, usesthis WFC and laks ode readability for non MFC-programmers, this readability tends to bean advantage of the Java language. Another example of di�erenes is the disussion about thebound method (used in Visual J++ event delegation and multiasting) and inner lasses (advisedby Sun) to handle events, disussed in [The98℄.JavaBeans are bound to one programming language: Java; developing JavaBeans is settlingwith the limitations and design of the Java language. Developing AtiveX is almost languageindependent, again beause of the COM basis. In theory COM an use every language apableto address funtions through a pointer-table. Figure 3.2 shows how COM de�nes its binaryinterfae through the use of a funtion pointer-table (a vtable) ontaining pointers to funtionsimplementing the servies of the interfae. Languages whih an be used with COM inludeC++, SmallTalk, Ada, Basi, Visual Basi and Java. AtiveX is a step ahead on JavaBeans here,o�ering full exibility in hoie of language. The developer an hoose the best suited languageto takle a problem and still bene�t from CBSD using a COM wrapper as interfae. The Beansare restrited to one language, Java, whih is not the silver bullet and has its drawbaks (likeperformane due to interpreted byteode and limited aess to system resoures like printers).3COM implementations exist for di�erent avors of UNIX, Solaris, AIX and Maintosh.
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Figure 3.2: COM internal working3.2.4 Building bridgesIn the introdution of this hapter the possible omplementary behavior of Beans and A-tiveX ontrols was reognized Beans support a better seurity sheme, AtiveX has performaneadvantages et. To make the two work together, bridges are built.. There are two possibilities:pakage an AtiveX ontrol inside a Java lass, or pakage a Bean inside a COM wrapper. Animportant help is the Mirosoft JVM when bridging omponents.The �rst bridging possibility is using sripting to onnet AtiveX with Java (JavaBeans orApplets in general). In [Sus98℄ desribes how VBSript an be used. VBSript working withAtiveX is a normal way to interat with AtiveX ontrols. The AtiveX runtime for Javamakes Java Applets also ontrollable with any kind of AtiveX sripting. With the introdutionof Visual J++ with the Mirosoft Java SDK 2.0 real bridging was introdued. [Tre℄ desribeshow to embed an AtiveX ontrol in a JavaBean or a Bean inside an AtiveX ontrol. It soundssurprising, but pakaging AtiveX inside of Beans makes it a lot easier for programmers. ManyCOM spei� features are hidden for the user and takled by the Mirosoft JVM. The MirosoftJVM is atually an AtiveX omponent! Pakaged inside a Bean, the AtiveX is limited to thesame seurity limitations the JavaBean has and takes advantage of the Java seurity model thisway. It works also the other way around: JavaBeans an be pakaged into AtiveX omponentsand bene�t from the advantages of AtiveX like registration in the registry, importing possibilitiesin popular development environments Visual Basi, Delphi or PowerBuilder and interation withAtiveX sripting languages. Sun has also released an AtiveX pakager for JavaBeans, desribedin [JPI99℄. It overomes a disadvantage disussed in 3.2.3; inside AtiveX Beans are subjet toa COM wrapper meaning the used programming language for interation with the omponentdoes not have to be limited to Java but an inlude many others.CORBA an be used as a bridge between both beause it spei�es COM mappings, OLEAutomation mappings and Java mappings of ourse. [Obj99℄ desribes COM, DCOM and OLEAutomation mappings. As an example listings 3.4 and 3.3 show how the COM ConnetionPointServie is mapped onto the OMG IDL. The ConnetionPoint servie is used to support eventnoti�ation in OLE ustom ontrols (OCX). Besides this example, an example about the OMG
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CHAPTER 3. COMPARING COMPONENTS 43Naming Servie is presented in [Obj99℄. To use CORBA the programmer needs to wrap theomponent in an IDL interfae and deploy it through the CORBA ORB.i n t e r f a  e IEnumConnetions ;i n t e r f a  e IConnet ionPoint : : CORBA: : Composite ,CosLi feCyle : : L i f eCy leObjet fHRESULT GetConnet ionInter fae ( out IID pIID )r a i s e s (COMHRESULT) ;HRESULT GetConnetionPointContainer( out IConnet ionPointContainer pCPC)r a i s e s (COMHRESULT) ;HRESULT Advise ( in IUnknown pUnkSink ,out DWORD pdwCookie )r a i s e s (COMHRESULT) ;HRESULT Unadvise ( in DWORD dwCookie )r a i s e s (COMHRESULT) ;HRESULT EnumConnetions ( out IEnumConnetions ppEnum)r a i s e s (COMHRESULT) ;#pragma ID IConnet ionPoint = DCE: B196B286�BAB4�101A�B69C�00AA00241D07 ;g ; Figure 3.3: The OMG IDL ConnetionPoint interfae3.3 Mirosoft Transation Server vs Enterprise JavaBeansNext two omponent models for whih are targeted for use in enterprises are ompared, namelythe the Mirosoft Transation Server and Enterprise JavaBeans, both middleware models. Theformer is already introdued in setion 2.1.1 and the latter in setion 2.3. The following soureswere of great help: [Gop99℄, [Bil98℄ and [Ann98a℄. The �rst provides the reader with a verydetailed and objetive omparison between MTS and EJB. The seond referene is rather sub-jetive and tries too muh proving the bene�ts of MTS over EJB, nevertheless it gives someuseful ritiism on the EJB model. The third referene mentioned is a reation on the seondone, trying to refute the bad ritiism on EJB. [lab99℄ is a very omprehensible and rathertehnial introdution to EJB, spei� for enterprise developers. Of ourse tons of tehnialinformation about MTS is available in [Mi99℄. In both MTS and EJB transation managementis a entral servie. In all of the previous mentioned information soures this is disussed. Inour disussion it will be only slightly touhed in favor of transpareny and seurity.3.3.1 Mirosoft Transation ServerThe MTS arhiteture is atually very simple (in theory that is, like COM it tends to be veryomplex in pratie). First of all there is the lient, using omponents deployed through the MTS.
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CHAPTER 3. COMPARING COMPONENTS 44i n t e r f a  e IEnumConnetions ;[ ob j e  t , uuid (B196B286�BAB4�101A�B69C�00AA00241D07 ) ,p o i n t e r d e f a u l t ( unique ) ℄i n t e r f a  e IConnet ionPoint : IUnknown fHRESULT GetConnet ionInter fae ( [ out ℄ IID � pIID ) ;HRESULT GetConnetionPointContainer ([ out ℄ IConnet ionPointContainer ��ppCPC) ;HRESULT Advise ( [ in ℄ IUnknown � pUnkSink ,[ out ℄ DWORD � pdwCookie ) ;HRESULT Unadvise ( in DWORD dwCookie ) ;HRESULT EnumConnetions ( [ out ℄ IEnumConnetions ��ppEnum) ;g ; Figure 3.4: The Mirosoft IDL ConnetionPoint interfaeThe MTS Exeutive4 is the ore proess of the servie, it is responsible for the lifetime yle ofobjets. The "parent" proess in whih the MTS Exeutive lives together with the deployableomponents is situated in mtx.exe [Gop99℄. The arhiteture is visualized in �gure 3.5. Some of
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Figure 3.5: The Mirosoft Transation Server arhiteturethe most important features of MTS, like transation management for omponents, are summedtogether in setion 2.1.1. We are in partiular interested in seurity and transpareny features,for the seurity features see next hapter and appendix A.The default seurity model MTS uses is NTLMSP, introdued in setion 2.1.4 and disussedfurther in appendix A. Just as COM and DCOM MTS is dependent on the Operating Systemseurity servies (like NTLMSP for Mirosoft Windows NT). MTS an be used as a mean todeploy omponents, just as an ORB (more in partiular the CORBA ORB) does, but MTSis not onsidered to be a distributed programming model. Its purpose is deployment in athree-tier environment and allow Mirosoft Windows and UNIX lients to all its omponents4the MTS Exeutive is situated in the mtxex.dll dynami link library
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CHAPTER 3. COMPARING COMPONENTS 45using DCOM. The fat its purpose is a three-tier environment makes it useful for interativeand dynami web pages. Ative Server Pages5 (ASP) of an Internet Information Server6 (IIS)an invoke MTS omponents, so you an all a MTS omponent from a web-browser residentomponent. MTS provides an easy integration with the Mirosoft IIS. The way this works isshowed in �gure 3.6. Two possible ways are shown in the �gure: one way is the lient speakingdiretly to the transation server and another is the lient using the transation server througha HTTP onnetion using Ative Server Pages on an Internet Information Server. The IIS isresponsible for the onnetion with the transation server, the lient has no knowledge at all ofthe transation server [Mi99℄.
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Figure 3.6: The Mirosoft Transation Server and the Internet Information Server3.3.2 Enterprise JavaBeansThe EJB arhiteture resembles the MTS arhiteture, both onsist of a server environment,a fatory, a wrapper for the real omponent and a ontext. The server environment is theontainer, responsible for lifetime yle management. The fatory is alled the home objetwhih is aessible in a naming servie through the use of JNDI7 and has the same funtionalityas the MTS IClassFatory objet. The home objet is responsible for the loation, reation anddestrution of EJB lasses. The real Enterprise JavaBean, in whih the appliation logi resides,inherits from the javax.ejb.SessionBean lass or javax.ejb.EntityBean lass, the di�erenebetween both will be explained later on. The wrapper for this EJB is a remote interfae, a proxyproviding a stub and skeleton using RMI to o�er remote use. This remote interfae inherits fromthe javax.ejb.EJBObjet lass, and this lass inherits funtionality from java.rmi.Remote. It5"Mirosoft Ative Server Pages is the server-side exeution environment in Mirosoft Internet InformationServer 3.0 that enables you to run AtiveX sripts and AtiveX server omponents on the server. By ombiningsripts and omponents, developers an reate dynami ontent and powerful Web-based appliations easily."[Mi99℄6"The Mirosoft Internet Information Server is designed to deliver high speed, seure information publishingwhile also serving as a platform for developers and independent software vendors (ISVs) to extend the Internet'sstandard ommuniation apabilities." [Mi99℄7this means the name spae where the home objet is loated has to be known.
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CHAPTER 3. COMPARING COMPONENTS 46is with this interfae a lient an aess the servies o�ered by the Enterprise JavaBeans. Thearhiteture is shown in �gure 3.7.
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Figure 3.7: The Enterprise JavaBeans arhitetureThe EJB spei�ation [Vla99℄ assumes IIOP will be used for ommuniation between di�erentvendors and/or over the internet. This implies CORBA would be a good hoie and Sun appar-ently tries to push EJB developers towards CORBA with a EJB-to-CORBA mapping desribedin [San99℄. Whether this is a positive evolution is not so sure: CORBA is also a spei�ationand this implies there is no warranty to have a omplete interoperable implementation. So thelient an onnet to the home objet using RMI if the lient is written in Java or use CORBAand IIOP if the lient is written in another programming language. Of ourse, CORBA an alsobe used together with Java lients [lab99℄.3.3.3 ComparisonIt is obvious the designers of the EJB spei�ation were inspired by the MTS arhiteture, thetwo arhitetures are basially the same as the reader an see in �gure 3.7 and �gure 3.5. WhereMTS de�ned four hoies to start an automati transation for a omponent all, EJB uses thesame hoies. The four values MTS de�nes for a omponents involvement in a transation are[Bil98℄ (a lient is the prinipal invoking the method):requires new a new transation will be started when the lient alls a method on an objet ofthe omponent;required if the lient is already involved in a transation the invoked method will beome partof the transation, otherwise a new transation will be started for the invoation;supported if the lient is already involved in a transation, the new invoation will beomepart of the transation. If the lient is not already part of a transation, the new invoationwill be exeuted without being part of a transation;
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CHAPTER 3. COMPARING COMPONENTS 47not supported eah invoation will exeute without being part of any transation, even not ifthe lient is already part of a transation;EJB has a di�erent view on the responsibility over transations: the spei�ation de�nes threesorts of "managers" for transations [lab99, Bil98℄:lient managed transations a lient is responsible for starting and �nishing a transationusing expliit alls;bean managed transations the bean is responsible for starting and �nishing a transation(session bean only). The bean reates a transation and returns immediately. Any sub-sequent alls will be reeived by the ontainer. The ontainer deides whether the newall (of a thread) to one of the methods of the bean an re-enter using the following set ofrules:� if the bean-reated transation is still in e�et and the alling thread arries a trans-ation whih is the same, the thread is granted aess;� if the bean-reated transation is still in e�et and the alling thread arries a trans-ation whih is di�erent, the ontainer will suspend the assoiation from the allingthread's transation and assoiate it with the bean's transation;� if the bean is not involved in any transation and the alling thread is involved ina transation, the ontainer will suspend the assoiation from the alling thread'stransation and allow it to enter.The thread's former transation (if it had one) is restored when it �nishes the all.ontainer managed transations the bean an not perform the transation, all responsibilityis given to the EJB ontainer to start and �nish the transation. EJB has used the samevalues as MTS de�ned, and added two [lab99, Vla99℄:Mandatory The lient must already be part of a transation, otherwise the EJB ontainerwill throw an exeption;Never The lient is never allowed to do an invoation while it is already involved in atransation.The bean has a deployment desription where these six values an be set for the ontainerto read to manage the appropriate sort of transation behaviorEJB has a far more omplex transation management, beause of the broad range of hoies inresponsibility and transational behaviour. For exibility this an be an advantage, but limitinghoies like MTS did ould hide some omplex deision making for the developer.There is one fundamental di�erene between both: MTS is an implementation while EJB isa spei�ation. Although there is a spei�ation for EJB, the implementation is still vendorspei�. EJB laims to be portable but the spei�ation leaves room for vendor spei� servies(ompromising the portability by onsequene); the spei�ation states: "speialized ontainersan provide additional servies beyond those de�ned by the EJB spei�ation. An enterpriseBean that depends on suh a servie must be deployed only in ontainer that supports thisservie" [Vla99℄. With MTS Mirosoft provides an uniform available implementation and maybethat is just what developers want. When using EJB, they need to hoose a vendor for an
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CHAPTER 3. COMPARING COMPONENTS 48implementation and most of the time take the vendor-spei� features into aount. The allowedexibility by the EJB spei�ation was probably a bad idea, and does not fully support theportability priniple.Unlike MTS, EJB omponents an have a state. MTS omponents do not have a state; theyare stateless and ensure database onsisteny this way [Gop99℄. MTS omponents only have thenotion of a state when being in a transation. When a transation is �nished, the state will bedestroyed. The EJB model an use stateless omponents as well as stateful omponents. TheEJB model knows two kinds of Beans: the Session Bean and the Entity Bean. The Entity Beanrepresents data from the domain layer; in most appliations this means it represents data fromthe database (a row, a joined table, a view on a joined table,. . . ). The Session Bean is the Beanreated through the use of the Home Interfae in �gure 3.7 and is the one the lient works withusing the remote interfae. This means it an hold a state on behalf of the lient (stateful), but itis as muh possible it does not maintain a state and an be shared with other lient onnetions[lab99, Vla99℄. Figure 3.8 depits the arhiteture and shows the di�erent uses of Entity andSession Beans.
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Chapter 4Seurity issues of omponents
4.1 Seurity matters!There are a lot of examples available to prove seurity is a very important issue for internetusers. That is why we must take are to make the internet as safe as possible. I do not use theword safe on purpose beause most of the time making an 100 % waterproof safety-system isnot a realisti thing to do. That is why most of the time we hoose to make things as safe aspossible. Maybe the words "as safe as possible" need some explanation. Why an we not makethings totally safe, without any threats. There are several reasons:� The only real safe system is a stand-alone system, without any network onnetions andloked physially by the owner. (If physial violene is out of order.)� The enryption algorithms used today are almost always based on writing down verylarge numbers as multipliation of prime numbers. This is known to be an NP-Completeproblem. It is most likely there will never be an algorithm to do this very fast, but wean not be sure beause the formula NP 6= N is not proven yet. On the other handwe have the inreasing omputing fore, whih may not be a solution for an exponentialproblem, but redues the alulation time for �nding these prime numbers nevertheless.In the Case-study, some of these enryption algorithms are desribed.� We are humans and we are not perfet. We make mistakes and these mistakes an beopportunities for maliious people.4.2 Seurity threats and attaksBefore getting into the seurity onepts of omponents, lets �rst take a look what the atualthreats or methods of attak in a networked environment are. The possible methods of attakin network ommuniation to be taken into aount are [Geo94℄:Eavesdropping stealing opies of information without permission. For example: a networkstation A on the internet uses the address of another workstation B for reeiving theinformation meant for workstation B.Masquerading sending or reeiving messages using another identity (without permission). Forexample: a network station A asks authorization to a key server B. Station C uses theidentity (address) of A to let B think it is A. B resents authorization to C thinking it isA. C an use this authorization key for some servies previously inaessible for C.49
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 50Message tampering a big problem in a store-and-forward network. A message an be in-terepted, altered and forwarded to its destination. The hanged message arrives at thedestination and the destination thinks it omes from the originator, but it has hangedsomewhere in between. Ethernet networks are no problem, but when routers are involvedthis may be a problem. Also known as the "man-in-the-middle" attak.Replaying a message is stored and used some time later. For example: A key server A givesworkstation B permission to aess servie C. B reeives an enrypted key of A andstores it on a persistent medium. Sometime later B is exluded any permission to aessservie C. B uses the stored message ontaining the authorization key reeived from A foraessing C. C assumes B has permission beause it has the key, while A would not grantpermission to B again.Now we have desribed possible methods of attak, it is handy to lassify the threats foromputer systems. These threats are:Tampering unauthorized alteration of information. For example: somebody ould hange aboolean into "yes" in a message while its value was "no" and prolong a liense this way oralter the amount of a bank transation and transfer the deposit to its own aount;Leakage unauthorized aquisition of information;Resoure Stealing the use of resoures without authorisation;Vandalism Doing harmful operations to a system without any gain for the perpetrator;To end this disussion note most attaks originate of legitimate users of a system. 90 % ofattaks on networked software systems begin with soial ontats. Imagine an employee of auniversity department reeiving a all of somebody laiming to be a system supporter. Thissystem supporter says the systems has some tehnial problems and he or she has to solve these.He or she asks a login and password for aess to the system and enabling him or her to "repair"the system. The university employee, badly informed, gives the maliious repairer a login andpassword and the repairer has aess to system resoures that were impossible to aess withoutthe login-password pair. Conlusion: it is important users of the systems are informed of thissort of threats and are areful giving information to informal de�ned persons. Identity is a veryimportant onept in seurity matters, not only in the world of omputer onnetions.4.3 Components and seurityHow do our omponent models onsider seurity? AtiveX with (D)COM, CORBA andJavaBeans, EJB are all very likely to be used in networked environments, but are they seureenough? To examine this, the threats and methods of attak desribed in the previous setionwill be used in order to observe the apabilities of the omponents to handle these.4.3.1 COM and seurityThe �rst thing about COM and seurity mentioned in setion 2.1.4 told us that seurity forCOM is� Operating System dependent (permissions)
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 51� based upon DCE-RPCThe COM seurity servie build upon DCE-RPC is more important for DCOM. Table 2.2 de-sribed the various seurity levels possible for DCOM. The COM spei�ation ([Mi99℄ statesCOM atually knows two sorts of seurity: Ativation Seurity and Call Seurity . Ativationseurity restrits how objets are reated, onneted to others and seured. Call seurity restritshow an objet an use a server using an established onnetion. These are equally important toDCOM of ourse. COM+ seurity is a ombination of COM seurity (see 2.1.4), MTS seurity(see 2.1.1), Authentiode (see 4.3.2) and the Mirosoft JVM seurity. The most important seu-rity addition COM+ ships is ode aess seurity. These aess heks are based upon roles1 andprivileges. Besides aess heks, ode-seurity is also provided by COM+ using Authentiodefor this purpose [Mar97℄.4.3.2 AtiveX and seurityAtiveX is built on COM, so it inherits the seurity features of COM. The way AtiveX isdeployed at this time is not distributed, but in a download-and-run fashion, and this is were newseurity enhanements are needed. If the user visits a website whih uses an AtiveX ontrol, thesystem heks the registry if the ontrol is already on the omputer. If it is not loal available,the system needs to download it and register it �rst before the ontrol an be used. This meansthere must be authentiation of the sender before downloading the ontrol2. Suppose therewould be no ontrol at all. A user would download an AtiveX ontrol, without suspiion, andthe ontrol would register itself and be stored at a loal storage medium. When the ontrolexeutes the next time, it has enough permissions to delete a ouple of �les (vandalism), sendsome private douments into the world (leakage) and alter sensible information like initialisation�les (tampering). Everything happens within the users permissions, whih an be restrited inWindows NT, but are pretty muh extended in Windows 95. A lot of harm an be done thisway and this indiates the kind of OS platform is important for AtiveX seurity.Unfortunately Windows 9x and Windows NT have di�erent seurity settings; a user usingwindows 9x as platform is more vulnerable then a NT user. Windows NT (v3.51 and v4.0)is subjet to the C2 seurity guidelines submitted by the US government for governmentalsystems3, also known as the Orange book guidelines. These are depited in table 4.1.A lot of the e�etive use of these guidelines are dependent of the administrators loal poliyof ourse.The most important and probably also most visible seurity servie to the users of AtiveXomponents is the authentiation servie, also referred to as ode signing. The download-and-run method requires to preisely identify the originator of the omponent. This is done byerti�ates whih an prove the originators identity. These erti�ates are generated by erti�ateauthorities, third parties trusted by the user. If the system needs to download the ontrol whihis not signed it will warn the user and ask its expliit permission. Otherwise, if it is signed it willshow the erti�ate if this erti�ate is not yet known and trusted by the system and downloadthe omponent after on�rmation [Zan97, San96℄. The ode signing mehanism also protetsthe user against altered or tampered ode sine the release and veri�es the prinipals identity.1"a role is an abstrat group of users" [Mar97℄2Only AtiveX ontrols will be onsidered here3it seems these guidelines are insuÆient. A omputer worm alled "I-LOVE-YOU", sent around the worldvia e-mail, even got into the US governmental systems during the �rst week of May 2000.
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 521)user identi�ation and authentiationA prinipal must have a way to de�ne its real identity before aess isgranted to the system.2)auditingAll the ations (read, write, hange, delete and exeute) of a prinipal an be logged.3)disretionary aess levelResoures (inluding software omponents) have owners who an grantand restrit aess at various levels.4)objet reuseTerminated, deleted or disarded objets an not be used by other prinipals.5)system integrityresoures (memory, �les,..) owned by a partiular prinipal an not be read,hanged, deleted, exeuted or written by another prinipal.Table 4.1: C2 seurity guidelinesThe mehanism Internet Explorer uses is Mirosoft property and is alled Authentiode and isderived from a publi key signature algorithm. A hash-value is alulated from the bytes in theode and this value is signed using a private key. This hash-value is inserted into the �le and willbe ontrolled if it is downloaded by a user. The user alulates a hash-value from the �le andompares it to the hash-value whih was inserted in the �le by the originator; a math meansthe �le is not tampered with. To authentiate the originator a erti�ate enrypted with theprivate key of the originator is inserted in the �le. Figure 4.1 shows the nesting of the publikeys required. If the user wants to proeed to an inner level it must have obtained the publikey of the urrent level in the pakage and apply this to get the next one [Mi97℄.
ActiveX Control

Hash total

Software publisher

Certification AuthorityFigure 4.1: Publi key nesting with AuthentiodeAuthentiode is built on the Windows Verify Trust API (WinVerufyTrust API), a MirosoftWin32 API. The API has a Software Trust Provider for heking digital signatures of ompo-nents whih is used by Authentiode to hek the integrity and authentiation of a omponent.The trust veri�ation tries to answer whether a omponent or resoure an be trusted for some-thing spei� aording to a spei� authority [Mi99℄. Notie the Authentiode approah isomplementary with the sandbox model, moreover it is a tool to enfore restritions (or to al-low more than the usual restritions) in a sandbox model. The sandbox problem an deideto limit resoure aess with the information retrieved from Authentiode (an the prinipal betrusted?). Mirosoft has also reognized the need for �ne-grained seurity settings and to allowtrusted prinipals to aess some prede�ned system resoures.
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 534.3.3 CORBA and seurityCORBA de�nes a seurity and liensing servie, but was pretty late in de�ning it. The OMGreleased a �rst doument onerning seurity entitled The OMG Seurity White Paper in 1994.It took more than three years to omplete the spei�ation. The CORBA Seurity Serviespei�ations inlude [Obj98℄ :authentiation to prove the identity of a prinipal;authorization and aess ontrol to only allow the prinipals with the right permissions tomake ations without breaking the permissions;auditing aounting information about the ations a prinipal makes;seure ommuniation to avoid message tampering;non-repudiation the ability to be ertain of a prinipals identity and ations, so denial isimpossible;administration of seurity information for example, seurity poliiesThe Seurity Servie Spei�ation does not inlude the spei�ation of ryptographi servies.This means the provision of ryptographi funtionality is totally dependent on the providerof the ORB. It is not easy to onsider seurity issues for a seurity servie enabled to workin heterogeneous environments. The seurity has to be independent of the environment whereproessing must be done, but on the other side [Obj98℄ laims:"If the system is installed in an environment that also inludes a proedural seurityregime, the omposite system should not require dual administration of the user orauthorization poliy information."So, the ORB must be able to use loal seurity poliies anyway. To allow omplete portabilityof CORBA objets, the partiular seurity servies should be hidden behind a well de�nedinterfae. This is a diÆult task: ensuring portability and allowing usage of system dependentseurity poliies will lead to onit situations one way or another. Besides portability, seurityproperties for interoperability are interesting for internet omponents. How seure is ORB-to-ORB ommuniation over IIOP?If two ORBs onnet to eah other over the internet (using IIOP) it is possible they bothhave di�erent seurity mehanisms and properties on di�erent platforms. OMG has de�nedan overall seurity framework supporting di�erent kinds of seurity poliies to overome thisdiÆulties. First of all it must be able to identify prinipals in a way there is no doubt possible.For example, onsider a "fake" objet using the same interfae as the "real" objet but doingsome nasty things. A lient should be able to know if the onneted omponent is the one itwants to use and not the fake one o�ering the same interfae. There are three seurity levelsfor interoperability. The Common Seure Interoperability (CSI) pakages desribe the level ofseurity that an be used with ORB-to-ORB ommuniations. They are de�ned to be used withdi�erent ORBs and on di�erent operating systems [Obj98℄. The following items an also befound summarized in [Jan99℄ as a desription of the CORBA seurity servie:level 0 Identity-based poliies without delegation; only the identity of the initiating prinipalis transmitted from the lient to the target, and this annot be delegated to other objets.
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 54level 1 Identity-based poliies with unrestrited delegation; only the identity of the initiatingprinipal is transmitted from the lient to the target. This an be delegated to otherobjets (and have impersonation as onsequene).level 2 Identity- and privilege-based poliies with ontrolled delegation; attributes of initiatingprinipals passed from lient to target an inlude separate aess and audit identities anda range of privileges suh as roles and groups. Delegation of these attributes to otherobjets is possible, but is subjet to restritions.These levels de�ne how tight the authentiation protool must be. To make Inter-ORBommuniation safer, there must be a layer underneath the GIOP (see 2.2.5) o�ering seuremessage transmissions and an establishment of Seurity Context4 objets. OMG has spei�edsuh an extra layer for the GIOP, named the SECIOP; the seure inter-ORB protool.The SECIOP layer is divided in two layers: a sequening layer and a ontext managementlayer. The sequening layer is the interfae used by the GIOP layer, it is responsible for theseure and reliable ommuniation. The SECIOP enapsulates the fragments it reeives fromthe GIOP layer into other, SECIOP-spei� frames for seurity. The sequening layer passesthe fragments to the ontext management layer where they are enrypted and enapsulatedin a ontext management message. The ryptographi enhanement is produed by the dataprotetion layer by inserting tokens to protet the data. It is the ontext management layerwhih uses the transport layer to ommuniate with the destination [Obj98℄. Figure 4.2 depitsthe position of the SECIOP layers. It is the intention to host seurity protools with SECIOP,whih an be seleted depending on requirements and failities. There are three seurity protoolsde�ned in [Obj98℄:SPKM Protool Supports identity-based poliies without delegation (CSI level 0) using publikey tehnology for keys assigned to both prinipals and trusted authorities.GSS Kerberos Protool Supports identity-based poliies with unrestrited delegation (CSIlevel 1) using seret key tehnology for keys assigned to both prinipals and trusted au-thorities. It is possible to use it without delegation (providing CSI level 0).CSI-ECMA Protool Supports identity- and privilege-based poliies with ontrolled delega-tion (CSI level 2). It an be used with identity, but no other privileges and withoutdelegation restritions if the administrator permits this (CSI level 1) and an be usedwithout delegation (CSI level 0).Of ourse, there are also seurity protools with no need for SECIOP to be hosted on. CORBAsupport the Seure Soket Layer (SSL) whih is hosted on IIOP.4.3.4 Beans and seurityIn 2.3.3 there was desribed how the seurity of JavaBeans was dependent on the JVM used.If the seurity of the Java omponents is to be investigated namely JavaBeans and EJB, onsidermost of all the seurity of the Java language itself whih have been partially done in 2.3.34"For eah seurity assoiation, a pair of Seurity Context objets (one assoiated with the lient, and onewith the target) provide the seurity ontext information" [Obj98℄
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Figure 4.2: GIOP extended SECIOPTo on�gure the seurity properties, Sun ships the poliytool with the JDK. This tool allowsthe user to on�gure the Java seurity properties within details and allow ertain prinipals toaess the system and use system resoures whih fall outside of the old sandbox model. Theniest thing is all of this is OS independent and the Java2 seurity manager de�nes lasses ofresoures like �lesystem, sokets et. to be on�gured individually. The last ouple of yearsSun expanded their seurity system with API's for erti�ates, ode signing, iphers, digitalsignature generation and veri�ation and lots of other stu�. For reating and managing keysand erti�ates the keytool is inluded with the JDK. The keytool an be used for managinga keystore, whih is a database ontaining private keys and X.509 erti�ates (see also setion??) authentiating the orresponding publi keys. For a omplete and omprehensible overviewabout seurity in Java2 reading [Mar99℄ and the seurity setion in [Lis99℄ is reommended.Though the Seurity Extension is platform independent there are slight di�erenes between someimplementations. These di�erenes are based on the export regulations the US government haslaid on ryptographi software (ryptography is onsidered as a possible weapon, thus falls insidethe weapons export regulations of the US). E.g. The RSA (see also ??) algorithm is not inludedin the Java Seurity Extension outside the US, but an be used by programmers inside the US.Like AtiveX ode signing, authentiation and sandboxing disussed in the previous setion,JavaBeans o�er the same set of features. Unlike AtiveX, the ode signing is not part of theomponent itself; it is not a JavaBean feature. For seure omponent exhange a Bean wil bedeployed inside a JAR whih is signed using the signing and veri�ation tool. Suh a signed JARontains a signature �le (with extension .SF) and a signature blok �le (with extension .SDA).The signed �le desribes the �le name (of the signed �le), the name of the digest algorithmand the SHA digest value5. The SDA �le is also responsible for the erti�ate or erti�atehain, authentiating a publi key whih orresponds to a private key, used for signing the �le[Mar99℄. If a JAR is signed using the jarsigner tool and the keytool, it an be veri�ed usingthe jarsigner tool. The following proedure has to be followed (as desribed in [Lis99, Mar99℄):� The originator (sender) of the JAR has to do the following:1. use the keytool to generate a keypair and a erti�ate;5A digest is a digital �ngerprint generated by a ryptographi hash funtions for an input string. This hashvalue an be used to uniquely identify the input string. [A. 97℄
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 562. sign the JAR �le with the generated private key;3. make the erti�ate (say safefile.er)publily available: export it to a �le andmake this �le available for users of the JAR;� The user (reeiver) of the �le has to do the following:1. import the erti�ate (safefile.er) and store it into a keystore;2. use the poliytool to grant the JAR some permissions, based on its authentiatedidentity;3. (automatially) verify the signature;Besides JavaBeans, Java Applets also bene�t from JAR signing. It is urrently ommon pratieto store all �les making up an applet in a JAR �le to redue download lateny. This an alsobe used to identify these applets through the JAR signing mehanism and allow them to "getout of the sandbox" and use more system resoures. The poliytool allows a user to give someextra permissions to a ertain identi�ed originator. Either way, Sun advise developers to writeJavaBeans in a way they an be used in untrusted applets. There are three points to take intoonsideration [Ham97℄:introspetion a developer should assume less permissions in a run-time environment and vir-tually all permissions in a design-time environment;persistene at both design-time and run-time persistene is possible. At run-time the developershould assume less or no ontrol at all over the serialization stream;GUI merging GUI merging will be restrited to the "ontainer" where beans reside next toeah other and will be forbidden towards the parent ontainer (the parent appliation ofthe untrusted applet).4.3.5 Enterprise JavaBeans and seurityThe Enterprise JavaBeans Spei�ation de�nes three general rules for seurity management([Vla99℄ hapter 15):1. It would preferable if the ontainer handles seurity management instead of the EnterpriseJavaBean implementation, this way seurity management is transparent for the businessservies the Bean supports;2. Deployers, appliation assemblers and system administrators should be permitted to setthe seurity poliies instead of the Bean developer or Bean provider to worry about theseurity settings;3. Enterprise JavaBeans should be portable aross platforms with di�erent seurity arhite-tures.The Bean deployer has the greatest responsibility in reating the seurity poliies. The applia-tion assembler an de�ne seurity views as sets of seurity roles. Seurity roles are de�ned as "asemanti grouping of permissions that a given type of users must have in order to suessfullyuse the appliation" [Vla99℄.
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CHAPTER 4. SECURITY ISSUES OF COMPONENTS 574.3.6 Mirosoft Transation Server and seurityMost of the seurity onepts of MTS are already disussed in setions 2.1.4, 4.3.2 and Ap-pendix A. MTS relies on DCOM and RPC to provide basi seurity but extends it with itsown mehanisms. "Mirosoft Transation Server provides a distributed seurity servie foromponent-based solutions. This seurity servie relies upon Windows NT seurity to authen-tiate users, and it maps on top of the Windows NT domain topology." says [Mi99℄. Likedisussed Windows NT provides us with the NTLMSP protool, whih MTS MTS providestwo additional seurity models, namely delarative and programmati. Delarative is meant foromponents whih are already built, there is no involvement from programmers of omponents.The seurity desription will be added while pakaging a omponent for deployment. How-ever, in-proess omponents do not bene�t from the delarative seurity model. The delarativemodel uses MTS seurity roles to represent a logial group of users (whih are related to theMirosoft Windows NT seurity domains). Aess privileges will be heked every time a all ismade rossing a pakage boundary. Programmati indiates programmers have the possibilityto enfore aess ontrol through their ode. [Mi99℄In the delarative model there is a resemblane with the Java2 seurity model (see setion2.3.3) and its �ne grained seurity possibilities. MTS, however, de�nes the aess rights in thepakage, so no matter where the omponent will be used the aess rights stay the same. Thisway, it beomes important to group omponents in need to aess eah other and pakage themin a way they an all eah other. In ase of a allbak funtion for example, there is a need forthe aller to be aessed when the funtion returns. So both the aller and the subjet of theall must be aessible for eah other.
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Chapter 5ConlusionWe see a wide di�erene between the di�erent omponent models nowadays, though the fun-damentals are quite the same. The forthoming years will probably be spent on optimisingthe omponent models, making bridges between the di�erent kinds of omponents and extendthe several servies they o�er. In bridging the di�erent kinds, CORBA an play a key rolebeause its nature as a spei�ation and well de�ned servies, whih are pretty omplete all to-gether. If for every pair of di�erent omponents, two-by-two, there must be a bridge, we wouldhave to build (n2�n)2 bridges. CORBA an beome a ommon glue, a intermediate protool fordi�erent omponents on di�erent platforms. OMG has had a lot of ritiism onerning theCORBA spei�ations. The biggest ritiism is that CORBA was outstripped, old-fashionedbefore it was well introdued into the market. This is partially true; the OMG, an industryonsortium, only makes spei�ations publi if a proposed spei�ation has been proven as areal-world appliation (this eliminates the ritiism saying it would be a spei�ation withoutreal-world experiene). This an lead to long waiting periods for new, usable spei�ations orstandardization, whih implies longer waiting periods for new vendor-spei� implementationsof these spei�ations. But the quality of the spei�ation is underestimated and beause itis de�ned onsidering all key elements to make good, distributed omponents (as disussed insetion 1.2) supporting a wealth of inter-operability it is not surprising if it would beome thefuture bridge between di�erent omponent tehniques and enhane existing omponent modelswith distributed properties, without hanging the original omponent model. A primary require-ment to make this allegation true is the existene of a CORBA ompliant ORB with bindings formost programming languages like Java, C++ and C. It has to fully support the servies whihenable inter-ORB and seure ommuniation among others.Network transpareny is a feature whih ould only be deteted in the CORBA model; ingeneral it still needs a lot of work. The network transpareny is a key for real distributed usage,for future omponent usage on the internet. There will always be need for speial transparenyservies, that allow migration and network transpareny like the CORBA ORB. The fat suhtranspareny servies are not already widespread is a drawbak for developing real distributedappliations using software omponents. A general usage of Objet Request Brokers equippedwith inter-ORB failities would be a step in the right diretion.The di�erent omponent models disussed have their own seurity spei�ation. CORBA andEnterprise JavaBeans are spei�ations so it depends on the implementation whether seurity isbuilt in deently. Fortunately, there exist test suites for testing these kind of things. The Javalanguage has also a well-de�ned seurity model. The weak spot there is the virtual mahine: if58



www.manaraa.com

CHAPTER 5. CONCLUSION 59the virtual mahine is not seure, everything running on the virtual mahine will also be inseure.On the other hand gives a safe virtual mahine a �rm basis to build seurity servies on. While theprevious mentioned languages and models have published their seurity models learly and open,Mirosoft did not publish uniform, well de�ned guidelines for their seurity model onerningCOM, DCOM, COM+, AtiveX and MTS. They deided to use the seurity model as it isprovided by Mirosoft Windows NT, whih means the favorite and only really suitable platformfor deployment of software based on COM is a Mirosoft OS. If seurity failities are added,it is advisable to deploy only for Windows NT, beause on the seurity implementation of thisplatform relies COM. Reading Mirosoft doumentation about their seurity model leaves thereader with dubious information. For the future evolution of seurity models of omponents, aformal spei�ation will be of great importane. There is a need for solid foundations from whiha seure solution an be dedued. Seurity is a property in need of a lear, uniformly de�nedmodel, so it an be reasoned about. This means seurity should be something "open", algorithmsshould be publily released. An open publiation allows to �nd and �x seurity holes faster andto reassure the users for now they an verify the seurity model they use themselves. One ouldargue publishing seurity protools is feeding information to maliious persons trying to break ina system, but there are several published protools in use whih have proven to be more seureas the ones hidden for the big audiene. In partiular for internet omponents it is importantthey are not obligated to rely on OS spei� features, but an live in a "seure" surroundingon the host mahine. This enhanes migration and network transpareny for omponents withseurity restritions or demands.The internet is not what it should be, but things are oming. It is a fast growing medium,and will soon o�er a lot more then it o�ers today. Yes, there is interativity and yes, there aredistributed appliations but still we are using it as a pool of "loal" resoures. Most of the time itis still more "download-and-use" and less "use". EJB and MTS have improved the situation butare foused on middle-tier management and not distributed use. Combined with an ORB, likethe CORBA ORB, things an get even better. JavaBeans++ (JavaBeans and CORBA) takesit one step further: real distribution of omponents. We need faster ommuniation possibilitiesif we want to exploit the internet fully and use omponent based programming for the internetin a way it shows its full advantages. An evolution towards a distributed omponent usage willbe aompanied by a great onern for privay and be based on a great demand for networktranspareny. This thesis o�ered the reader an overview of the seurity features some omponentmodels o�er. Most of the seurity features used by these omponent models are suÆient andwill need some optimizing (onerning exeution speed) if they are to be used within suh adistributed environment. Most of the time seurity leaks are human errors, programmers whodo not take seurity into aount or system administrators who on�gure weak poliies. Ofourse, part of the seurity leaks also exist inside systems (they are programmed by humanbeings) and there will always be suh seurity leaks. Maybe it is just to easy to say "you annever make a fully prove system" and it is worth trying; if it an not be perfet at least try toapproximate a perfet state.
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Appendix ANTLMSP vs Kerberos
IntrodutionNTLMSP is a authentiation servie developed at Mirosoft Windows NT4. Kerberos is anauthentiation protool developed at MIT, based on the Needham-Shroeder publi-key authen-tiation protool. To prove (in an informal way) the inompleteness of the NTLMSP authenti-ation protool we ompare it with Kerberos (Version 5, using timestamps or sequene numbersas nones1).Kerberos at worksee also [Geo94℄, hapter 16. The Authentiation Servie knows every members private andpubli key. First a few symbol delaration:C ClientKC C's seret keyA authentiation serverT tiket-granting serverS a random serverZP a message Z enrypted with key PKCT session keyKCS random session keyTGS tiket granting servien a nonet a timestampfC,S,t1, t2,KCSgKS A Kerberos tiket valid from time t1 until t2The algorithm looks omplex at �rst but is atually not so diÆult to understand. Kerberosuses an authentiation servie (A in the disussion) for proving a prinipals identity and a tiketgranting servie (T in the disussion) for allowing prinipals to onnet to servers and/or servies.1. C request TGS tiket: message(C;T;n)��������������������! AC request tiket for ommuniation with T.2. A TGS session key and tiket: message(fKCT ;ngKC ;ftiket(C;T )gKT )���������������������������������������! CA returns an enrypted tiket (using the private key of T) and a session key (using the1This implies the servers to hold a list of all nones to hek replay of messages60
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APPENDIX A. NTLMSP VS KERBEROS 61private key of C) for T to C, inluding the none to ensure authentiation of the reipientof message 1.3. C request tiket for servie S: fauth(C)gKCT ;ftiket(C;T )gKT ;S;n������������������������������������! TC requests T a tiket for S.4. T tiket for S: fKCS ;ngKCT ;ftiket(C;S)gKS������������������������! CT heks ftiket(C; T )gKT and generates a random session key KCS and a tiket for S.5. C tries to onnet to S nowC servie request: fauth(C)gKCS ;ftiket(C;S)gKS ;request;n���������������������������������! SC sends a request with the tiket, an authentiator and a none to S.6. This is an optional step: the server S proofs its identityS Server authentiation: fngKCS�����������������! CFollowing all the steps of the protool we an say it is quite safe, but an onsume manyresoures (two server-side servies, one who holds all the keys, a lot of keypair generation goingon, a lot of onnetions). The Kerberos system has been suessfully tested with more than5000 users (at MIT). There is one possible seurity leak: if the lifetime of the nones is too long,replaying messages an beome a threat. That is why there were attempts to use logial loksinstead of nones.NTLMSP at worksee [Mi99℄, "COM seurity overview"The Mirosoft authentiation protool NTLM is not so safe as it looks at �rst. A desription ofthe protool using the same symbols used for the Kerberos explanation goes as follows:1. C sends some information to the server S, whih ontrols some resoures.C send information: fdomain info;user info;mahine infog���������������������������������! S2. S sending hallenge: fhallengeg�����������������! CS generates a hallenge out of fdomain info; user info;mahine infog and sends it to C3. C return enrypted hallenge: fhallengegpasswordC����������������������������! SC returns the hallenge enrypted with its password (!)4. The server S gets the password belonging to user info: passworduser info, and enryptsthe hallenge with it. Then it ompares fhallengegpassworduser info with the enryptedhallenge C has returned.if(fhallengegpasswordC == fhallengegpassworduser info)allow aessMirosoft has some ritiism on its own implementation namely: beause the server neverreeives the atual lient password (the password is never transmitted), it an not do all possibletasks for the lient and the lient has a bigger workload.



www.manaraa.com

APPENDIX A. NTLMSP VS KERBEROS 62What di�erenes?� Kerberos uses publi-key enryption, NTLMSP does not. Thus a NTLMSP-enryptedmessage is an be attaked by a brute-fore algorithm. When a maliious user gets thehallenge and the returning enrypted hallenge, it is not a diÆult task to �nd the en-ryption key (beause passwords are not fored to be omposed out of big prime num-bers) whih is the password. Said otherwise: if a maliious user obtains fhallengeg andfhallengegpasswordC , through the use of eavesdropping it is pretty simple to retrieve thepassword (whih was used as an enryption key) an use it for masquerading. To alulatethe password we an solve an equation with one unknown variable; the password as akey. EpasswordC(fhallengeg) == fhallengegpasswordC , E stands for the enryption fun-tion and we know the hallenge and the enrypted hallenge, the only unknown variableis passwordC. If publi-key ryptography was used there was no reasonable solution for�nding the orresponding private key, due to the exponential omplexity of dividing thenumber in primes. The best bit-wise omplexity for division in prime numbers at thismoment one an get by using the Number Field Sieve found in 1990, it has a bit-wiseomplexity of 4O(2 3plog n 3plog2 log n), whih is still exponential [A. 97℄. An example of apubli-key enryption algorithm an be found in ??. The authentiation an be seure,even with the enryption using the password as a key. The NTLMSP an use a one-wayhash funtion into a ryptographi key for enrypting the hallenge. Passwords tend to beshort and are an easy subjet for a brute-fore attak, using the ryptographi key makesa brute-fore attak a more diÆult and time-onsuming task beause the enryption keyis longer, e.g. A 128-bit DES key ould be used instead of the simple password ([A. 97℄,hapter 10).� the NTLMSP doumentation says nothing about inluding a timestamp in the hallenge, soreplay is here also a possible threat if no time-outs are taken in onsideration. Fortunately,all messages here are between one lient and one server, making an easy heking proedurepossible for this threat.� NTLMSP ompares two enrypted bit-strings in order to hek ones identity, Kerberosderypts a signed hallenge whih is a big di�erene. Kerberos an be sure only the ownerof the orresponding private key has enrypted the hallenge (remember the authentiationservie also knows all private keys). There is no deryption in NTLMSP and the passwordsare not supposed to be generated using primes as a base.� In the Kerberos protool, servies identify themselves. In NTLMSP, a servie does notidentify itself making impersonating a server quite easy for maliious usersThere are more di�erenes between Kerberos and NTLMSP, whih reveals more weaknessesof the Mirosoft authentiation protool. It is not surprising they are swithing to the Kerberosv.5 implementation for authentiation heking. Windows 2000 already provides an "enhaned"Kerberos authentiation protool. If NTLMSP was a seure protool they did not have to swithto another one! NTLMSP had the advantage of being a fast protool, beause less heking andless alulations are used.About hashing [A. 97℄ says:". . . a hash h funtion maps bit-strings of arbitrary �nite length to strings of �xedlength, say n bits. For a domain D and range R with h : D ! R and jDj > jRj , the
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APPENDIX A. NTLMSP VS KERBEROS 63funtion is many-to-one, implying that the existene of ollisions (pairs of inputs withidential output) is unavoidable. Indeed, restriting h to a domain of t-bit inputs (t > n ), if h were random in the sense that all outputs were essentially equiprobable,then about 2t�n inputs would map to eah output, and two randomly hosen inputswould yield the same output with probability 2�n (independent of t)."This implies a hashing funtion is less safe then using publi key ryptography, but the probabilityof a ollision is so small it is unlikely to happen when the number of bits the hash funtion outputsis large enough.
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Appendix BLegal notieCOM, DCOM, COM+, OLE, MTS, Internet Explorer, Authentiode, AtiveX, Visual J++, Vi-sual Basi, VBSript, Windows 2000, Windows NT, Windows 95, Windows 98 are trademarksof Mirosoft ;OMG, ORB, Objet Request Broker, OMG IDL, CORBA, IIOP, SECIOP, CSI, GIOP, OMA,CORBAservie, CORBAfailities are trademarks of the Objet Management Group;X/OPEN, OSF are trademarks of The Open Group;Java, Java2, Swing, JFC, JavaSript, JavaBeans, Enterprise JavaBeans, Java Ativation Frame-work, RMI are trademarks of Sun Mirosystems;UNIX is a registered trademark liensed exlusively through X/Open Company Limited ;SET is a trademarks of Seure Eletroni Transation LLC ;
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Appendix CNederlandse samenvattingDeze thesis behandelt omponent gebaseerde software ontwikkeling voor het internet. De funde-ringen van omponenten worden beshouwd, waarbij de klemtoon gelegd wordt op spei�eke ei-genshappen die omponenten geshikt kunnen maken voor het internet. Vershillende bestaandeomponent modellen en tehnieken worden onderzoht waarbij deze spei�eke gede�ni�eerdeeigenshappen een sleutelrol spelen. Er wordt speiaal dieper ingegaan op de beveiligingsaspetendie heden ten dage een grote rol spelen in ommeri�ele omponent modellen.Internet omponenten gede�ni�eerdOm een internet software omponent te de�ni�eren, is het noodzakelijk om eerst een gewoonsoftware omponent te de�ni�eren. [Cle97℄ geeft de meest bekende de�nitie van een softwareomponent:" Een software omponent is een eenheid van samenstelling, met een ontratueelgespei��eerde interfae en een expliiete ontext. Een software omponent kan on-afhankelijk op de markt gebraht worden en voor ompositie door derden gebruiktworden."Voor omponenten die gebruikt worden voor het internet volstaat deze de�nitie ehter niet.Er kunnen vershillende eigenshappen ondersheiden worden voor omponenten. Deze eigen-shappen kan men als rihtlijnen gebruiken om "goede" omponenten te bouwen. Een eerstebelangrijke eigenshap (en de fundering van heel het onept van omponenten) is het eerbiedigenvan objet-ge�ori�enteerde prinipes. Belangrijke kenmerken van OO zoals overerving, polymor-�sme, ompositie, assoiatie, behandelen van uitzonderlijke situaties (exeptions) en dergelijkemoeten terug te vinden zijn in omponenten. Vooral het spei��eren van een interfae is belang-rijk, waarbij een interfae kan gede�ni�eerd worden als:" Een groep semantish gerelateerde funties die samen een logishe groep van dien-sten vormen welke het omponent aan een systeem kan aanbieden. "Het belang van de interfae is zeer groot; omdat de gebruiker van een omponent enkel metdeze interfae te maken krijgt is het noodzakelijk dat deze interfae zeer grondig en foutloosgespei��eerd wordt. Een omponent kan in feite met een zwarte doos vergeleken worden waarmen enkel gegevens kan naar toe sturen en van opvangen maar nooit te weten komt hoe deinterne verwerking eraan toeging. Om deze reden wordt er voor elke servie (een funtie ofmethode in deze ontext), geboden door het omponent, de volgende informatie bepaald:65
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APPENDIX C. NEDERLANDSE SAMENVATTING 66� preondities� postondities� uitzonderlijke omstandigheden (exeptions)� verwaht resultaat� invariante eigenshappenNaast de OO prinipes hebben omponenten, om ten volle te kunnen funtioneren in hunomgeving, mogelijkheden nodig om om te gaan met data, hulpbronnen en versies. Versies omverbeteringen en uitbreiding toe te staan zonder dat de funtionaliteit van de voorganger inonit is met de nieuwe versie. Hulpbronnen om te kunnen pro�teren van mogelijkheden diehun gast omgeving hun biedt ten volle te benutten. Omgaan met data is dan weer belangrijkin situaties zoals bijvoorbeeld gedeelde data met andere omponenten, waarbij transaties eenbelangrijke rol spelen. Transatie-beheer heeft de laatste jaren aan belang gewonnen in deomponent wereld, dankzij de bloei van omponenten die speiaal voor een server gemaakt zijnen door vele gebruikers gelijktijdig gebruikt kunnen worden. Gedeelde toegang tot databases ennetwerkbronnen hebben transaties op het niveau van deze omponenten noodzakelijk gemaakt.Uiteindelijk zijn ook gedistribueerde eigenshappen belangrijk geworden voor omponenten.Vooral voor omponenten voor het internet hebben deze veel belang. Ten eerste is overdraag-baarheid van omponenten aangekaart. Hoe goed kunnen omponenten gebruikt worden invershillende omgevingen? Zijn ze platform afhankelijk? Des te minder ze aan een bepaaldplatform gebonden zijn des te beter. Een tweede punt is transparantie, waar men 8 vershillendesoorten transparantie kan ondersheiden, namelijk [Cas89℄:� toegangstransparantie (aess)� loatie transparantie (loation)� transparantie voor gelijktijdige uitvoering en data manipulatie (onurreny)� repliatie transparantie (repliation)� falingstransparantie (failure)� migratie transparantie (migration)� uitvoeringstransparantie (performane)� shalering transparantie (saling)Toegangstransparantie samen met loatie transparantie wordt ook wel netwerk transparantiegenoemd. Dit soort transparantie is iets waarmee men zeker rekening moet houden voor om-ponenten voor het internet.
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APPENDIX C. NEDERLANDSE SAMENVATTING 67In gedistribueerde systemen en netwerken in het algemeen is beveiliging een niet te verwaar-lozen zorg. Afhankelijk van de funtionaliteit zal beveiliging van omponenten minder, meer ofheel belangrijk zijn (bijvoorbeeld bij e-ommere moet er veel belang aan beveiliging gehehtworden). Beveiliging van omponenten kan op vershillende niveaus bekeken worden: verti-aal van taal afhankelijke beveiliging tot taal onafhankelijke beveiligingstehnieken. Horizontaalkunnen we de verzameling tehnieken en algoritmen voor beveiliging beshouwen die hun eigenbelang hebben op elk vertiaal niveau.Er zijn nog andere, minder belangrijke eigenshappen van omponenten die hun gebruikaantrekkelijker maken voor de gebruiker en/of ontwikkelaar, zoals introspetie waarbij tijdenshet samenvoegen van omponenten de staat en diensten die het omponent aanbiedt kunnengeraadpleegd en soms veranderd worden. Er wordt ook veel aandaht aan User Interfaingbesteed, omponenten kunnen user interfae bouwblokken zijn, die tot een hele user interfaesamengevoegd kunnen worden.Gebruikte tehnieken en funderingenEr zijn 3 belangrijke omponent modellen op de markt vandaag: hetMirosoft Component Ob-jet Model (COM), de Common Objet Request Broker Arhiteture (CORBA) en het JavaBeansmodel. Alle drie hebben ze overlappingen in funtionaliteiten, maar eveneens zeer sprekende ver-shillen.Het Component Objet ModelCOM is een Mirosoft omponent model. Het wordt gekenmerkt door het gebruik van bi-naire interfaes waardoor dit model zih grotendeels taal-onafhankelijk mag noemen. Het is eenomponent model dat toh de meeste OO prinipes goed ondersteunt, behalve overerving (maardaar zijn andere oplossingen voor voorzien). Opvallend is het gebrek aan netwerk transparantie:er is loatie transparantie voor omponenten onderling op een enkele omputer op voorwaardedat het Mirosoft Windows platform gebrukt wordt. Tussen vershillende omputers onderlingis er, ondanks het RPC-protool waarop COM ommuniatie steunt, geen netwerk ommuni-atie voor COM mogelijk. Hieraan probeert men, zonder veel sues, een mouw aan te passendoor middel van een uitbreiding van COM: Distributed COM (DCOM). Communiatie tussenvershillende omponenten die op vershillende omputers verblijven via een netwerk verbindingis nu wel mogelijk, maar van transparantie is nog altijd geen sprake. Pas bij de introdutie vande Mirosoft Transation Server wordt er netwerk transparantie bijgevoegd.Uitgebreid met MTS is COM ook in staat zih in een transatie te betrekken. Transatiebeheer is een van de belangrijkste diensten die MTS aanbiedt. COM heeft (zonder enige extra's)ook een uitstekende ondersteuning voor versie beheer. Elke nieuwe versie van een omponent iseigenlijk geen nieuwe versie maar een totaal nieuw omponent. Oude versies worden "bevroren"en het is niet toegelaten nog wat bij te voegen aan de oude interfae. Deze methode laat toheen naadloze integratie van nieuwe veries toe.De beveiliging waar COM op steunt is grotendeels platform-afhankelijk en afhankelijk van hetgebruikte ommuniatie protool. Dit betekent dat Windows NT, welke een betere beveiligingvoorziet als Windows 95, een betere kandidaat is om veilige omponenten op te installeren dan
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APPENDIX C. NEDERLANDSE SAMENVATTING 68Windows 95. De RPC die DCOM gebruikt is verrijkt met vershillende beveiligingsniveaus enwordt seure RPC genoemd.De Common Objet Request Broker ArhitetureCORBA is het enige omponent model dat er in slaagt de voorheen gede�ni�eerde rihtlijnen totop een redelijk niveau te benaderen. Het grote vershil met COM is dat CORBA een spei�atieis en geen implementatie. CORBA gebruikt een Interfae De�nition Language (IDL) waarmeehet de interfae van omponenten spei�i�eert. Door middel van deze interfae de�nitie kanmen elke taal gebruiken voor de implementatie waarvoor de desbetre�ende CORBA Objet Re-quest Broker (ORB) een mapping voor voorziet. CORBA is dus grotendeels taal-onafhankelijk.CORBA ondersteunt zeer goed de OO prinipes door de IDL, inlusief overerving. Opmerkelijkis dat er veel CORBA mappings bestaan voor niet OO-talen.Het gebied waarin CORBA uitblinkt is de transparantie die deze kan voorzien door middelvan de ORB. Netwerk transparantie evenals migratie transparantie worden goed tot zeer goedondersteund. De mogelijkheden om vershillende ORBs met elkaar te laten ommunieren overeen netwerkverbinding breidt deze transparantie nog uit over netwerken. Standaard wordt erook een protool voor inter-ORB ommuniatie over een TCP/IP onnetie gede�ni�eerd; hetInternet Inter-ORB Protool (IIOP), afgeleid van het General Inter-ORB protool (GIOP).Er zijn een hele hoop diensten beshikbaar voor CORBA, beshreven in [Obj98℄. Spijtiggenoeg is er geen ehte versie-beheer, maar wordt de verantwoordelijkheid in handen van deontwikkelaar gegeven. CORBA ondesteund door de servie transaties, maar geeft geen garantiesvoor de ondersteuning van geneste transaties. Er is zelfs een servie voor lientie beheer, welkeinteressant is naar de praktishe implementatie die gepaard gaat met deze thesis.Goede seurity de�ni�eren in een spei�atie is zeker geen gemakkelijke opdraht. Zeker als despei�atie niet mag steunen op de veiligheid van het praktish gebruik van programmeertalenof van de gast-omgevingen. Een eerste vereiste voor CORBA seurity is de authentiate vanomponenten.JavaBeansHet JavaBeans model is een omponent model van Sun, gebaseerd op Java (een programmeer-taal). In feite is het JavaBeans model enkel een restritie van de vorm van een klasse zoals die inJava kan ontwikkeld worden. Dit heeft als gevolg dat JavaBeans dezelfde OO kenmerken heeftals de taal Java. Een JavaBean wordt gede�ni�eerd door Sun als [Ham97℄:" een herbruikbaar software omponent welke visueel gemanipuleerd kan worden ineen ontwikkelings appliatie."Hiermee wordt de eerste intentie van JavaBeans duidelijk: vooral user interfaing, wat nietweglaat dat er ook andere mogelijkheden waren. Swing omponenten, de Java user interfaeAPI, zijn in feite een olletie JavaBeans waardoor ze gemakkelijk bruikbaar zijn voor visuelemanipulatie. Naarmate het JavaBeans model volwassener werd, werden er meer en meer moge-lijkheden kenbaar van het model, en kent het nu veel meer toepassingen dan enkele user interfaebouwblokken zoals plug-ins voor tekstverwerkers bijvoorbeeld.
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APPENDIX C. NEDERLANDSE SAMENVATTING 69Een vergelijking van omponentenIn de vergelijking van vershillende omponenten kan er ten eerste opgemerkt worden dat devergelijking over een gedeelde eigenshap van de omponenten gaat zoals netwerk transparantieof seurity bijvoorbeeld. Vershillende omponent modellen als geheel is zeer moeilijk zonietonmogelijk. Er zijn geen winnaars, er is geen "beste" omponent model, maar er kunnen welwinnaars zijn op bepaalde domeinen. Een nadeel is dat dit ook weer open voor disussie kanzijn, afhankelijk van het standpunt dat men ten opzihte van de eigenshap aanneemtAtiveX vs JavaBeansEerst worden twee omponent modellen naast elkaar gelegd die qua aangeboden diensten zeergoed op elkaar gelijken namelijk AtiveX en JavaBeans. AtiveX is een "herwaardering" naarhet internet toe van het vroegere OLE2 van mirosoft. Daarmee is AtiveX ook gebaseerd opCOM (net zoals OLE2). AtiveX is meer een marketing term en heeft geen eenduidige de�ntie.AtiveX is meer een overkoepelende term voor tehnieken voor integratie van omponenten enommuniatie tussen omponenten. AtiveX kan ingedeeld worden in 4 groepen:� AtiveX ontrols� AtiveX douments� AtiveX sripting� AtiveX server omponentsEr is enkel een zinnige vergelijking mogelijk tussen AtiveX ontrols en JavaBeans. JavaBeansis reeds ge�introdueerd in de vorige setie.We zien dat beide omponent modellen de rihtlijnen opgesteld in het eerste deel wel heel hardafzwakken. Van netwerk transparantie komt niet veel in huis, maar daar heeft AtiveX een been-tje voor omdat het registreerbaar is in de Windows registry. Beide omponenten ondersteuneneen "download-and-run" methode, zodat het omponent altijd lokaal is als het gebruikt wordt.Een voordeel van JavaBeans is dan weer dat het beter overdraagbaar is (binnen de beperkingvan de aanwezigheid van een virtual mahine) naar andere platforms, terwijl AtiveX Mirosoftgebonden is. JavaBeans is dan weer een taalgebonden model (Java), terwijl AtiveX door deCOM fundering van vershillende programmeertalen gebruik kan maken. AtiveX wordt dan ookwel eens de lijm genoemd om een integratie tussen vershillende tehnieken mogelijk te maken.Een opmerkelijk feit is het bestaan van bridges (bruggen) voor AtiveX en JavaBeans. EenAtiveX Control kan in een JavaBean gestoken worden en omgekeerd. AtiveX in een JavaBeansteken kan met behulp van de Mirosoft Java Virtual Mahine en een JavaBean in een AtiveXontrol steken gebeurt door een COM wrapper te voorzien voor de desbetre�ende JavaBean. Opdeze manier kunnen ze simpel gebruikt worden in meerdere visuele programmeer omgevingen.Alleen het feit al dat deze bridges bestaan duidt erop dat beide omponent modellen omple-mentair zijn ten opzihte van elkaar voor bepaalde eigenshappen.
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APPENDIX C. NEDERLANDSE SAMENVATTING 70Mirosoft Transation Server vs Enterprise JavaBeansMiddleware modellen mogen niet uit de disussie weggelaten worden. Deze middleware mo-dellen zijn de lijm, de middle tier, tussen de data tier en de lient tier. Weerom zijn er tweebelangrijke middleware modellen op de markt op dit moment, van Sun en Mirosoft. Sun heeftEnterprise JavaBeans (EJB) op de markt gebraht: een op Java ge�ent middleware model datniet gebaseerd is op het JavaBeans model. Mirosoft heeft Mirosoft Transation Server (MTS)uitgebraht, welke, in tegenstelling tot EJB, zelf geen omponent model de�ni�eert.Het eerste en grootste vershil is dat Mirosoft met MTS een kant-en-klare oplossing voorziet;een implementatie, terwijl EJB "slehts" een spei�atie is. In de EJB spei�atie zit zelfs ietswat men als bug zou kunnen beshouwen. Enerzijds wil men absolute overdraagzaamheid vanEJB omponenten garanderen tussen de vershillende implementaties, maar anderzijds vermeldmen in de spei�atie dat de produent van een EJB model vrij is om produent afhankelijkediensten te voorzien. Het is opvallend hoeveel het EJB model van MTS heeft afgekeken, beidearhiteturen zijn praktish identiek.EJB en MTS vershillen ook nogal wat in hun voorzieningen voor transaties: terwijl MTSde gebruiker veelal afshermt voor de omplexiteit van transatie beheer bij omponenten maardaarbij veel exibiliteit verliest, gooit EJB alles open maar stopt dan weer veel verantwoordelijk-heid bij de gebruiker. Transatie management is voor de ontwikkelaar dus moeilijker bij EJBdan bij MTS. MTS heeft dan weer het nadeel alleen met toestandsloze omponenten te kunnenwerken. MTS kan zo geen gebruikers spei�eke omponenten voorzien, terwijl EJB dit wel kanin de vorm van session beans die een toestand hebben.Beveiliging van omponentenVanwege het belang van beveiliging wanneer men spreekt over het internet, wordt er eenapart hoofdstuk voor gereserveerd. Om vanaf een goede basis te vertrekken worden eerst debedreigingen en soorten aanvallen opgesomd, zodat er een idee kan gevormd worden waarmeemen hier te maken heeft. De vershillende soorten aanvallen waarmee we te maken kunnenhebben zijn:� auisteren� vermommen als een andere identiteit� knoeien met berihten� opnieuw gebruiken van berihtenWe kunnen nu de bedreigingen van omputersystemen in netwerken lassi�eren als:� ongewenst veranderen van informatie� ongeoorloofd verkrijgen van informatie� stelen van syteembronnen� vandalisme
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APPENDIX C. NEDERLANDSE SAMENVATTING 71AtiveX seurity heeft vooral te maken met het bewijzen van de herkomst (authentiatie) enjuistheid (is ermee geknoeid?) van het AtiveX omponent. Authentiode is de naam van detehniek die dit voor AtiveX doet. Het probeert de afkomst met zekerheid te bepalen doormiddel van erti�aten, en hekt de AtiveX ode of er mee geknoeid is. Dit laatste doet hetdoor ode signing (een hash waarde van de ode bij de ode voegen waaruit kan afgeleid wordenof er met de ode geknoeid is). AtiveX heeft ook de notie van een sandbox (zandbak), ditzorgt ervoor dat niet vertrouwde omponenten geen vrije toegang hebben tot systeembronnen.JavaBeans ondersteunt dezelfde beveiligingsprinipes als AtiveX: erti�aten, ode signing ensandboxing en doet dit door middel van de Java pakaging tehnology: JARs. Meestal vraagtdat ehter meer werk met Java van de ontwikkelaar (ook al omdat JavaBeans geen entraalbeheer op een systeem kennen zoals AtiveX met de Windows registry). Java laat wel eengedetailleerde beveilingson�guratie toe zodat voor ge�isoleerde omponenten exat gede�ni�eerdkan worden tot welke systeembronnen (zoals sokets, �les,. . . ) ze toegang krijgen en tot welkeniet.De spei�atie voor de CORBA seurity servie is een zeer uitgebreide, volledige spei�atiedie rekening houdt met authentiatie, toegangsrehten en ontrole, administratie, veilige ommu-niatie en het met zekerheid identi�eren van gebruikers. Omwille van de ontext van deze thesis(internet omponenten) is het interessant om eens te bekijken hoe veilig CORBA ommuniatietussen twee ORBS over een internet verbinding kan maken. CORBA gebruikt hiervoor een extralaag op IIOP, namelijk de Seure Inter-ORB protool (SECIOP), bestaande uit twee delen: eenontext management laag en een sequening (opeenvolgings) laag. De management laag ommu-nieert met de transport laag en de sequening laag is verantwoordelijk voor het veilig verpakkenvan de te verzenden frames. Hiernaast worden er nog 3 vershillende beveiligings niveaus ver-meld in de spei�atie in verband met authentiatie en deligatie van identiteiten. De SECIOPlaag kan vershillende soorten protools gebruiken, die elk hun eigen gewenste beveiligingsniveaukunnen instellen.De door MTS ondersteunde veiligheid steunt op (weerom) het Operating System MirosoftWindows, meer bepaald Mirosoft Windows NT. Een belangrijk beveiligingsprotool dat voorauthentiatie zorgt, maar geen delegatie van toegangsrehten toestaat, is NTLMSP (NT LANManager Seurity Provider). Dit protool is in de laatste Windows versie (Windows 2000)vervangen door Kerberos. Kerberos is omslahtiger maar veiliger als NTLMSP. MTS heeft ook demogelijkheid om pakages van toegangsrehten te voorzien. Beveiliging bij EJB kan afhankelijkzijn van vershillende personen: de programmeur, degene die de pakages installeert of degenedie door middel van vershillende Beans een appliatie samenstelt (appliation assembler). Zoalsbij MTS kunnen er toegangsrehten gespei��eerd wordenvper omponent.Een praktishe uitwerking: de lientie-moduleAls praktishe uitwerking van deze thesis werd gekozen om een omponent te maken datin staat is om via een internet onnetie een of meerdere lienties te heken. Er moet metvershillende bedreigingen rekening gehouden worden, en een oplossing voor een bedreiging kaneen opening zijn voor een andere bedreiging. Het grootste probleem is dat de module zih aande klantzijde bevindt en er niet altijd een internet verbinding beshikbaar is. Vershillendemogelijkheden met betrekking tot vershillende situaties worden bekeken en er worden enkeleoplossingen voorgesteld, elk met voor- en nadelen. Na een grondige analyse van het probleem
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APPENDIX C. NEDERLANDSE SAMENVATTING 72werd gekozen voor Java als programmeertaal, vanwege de reeds aanwezige en handige APIs voorbeveiliging en netwerkommuniatie. Er werd gekozen om zelf erti�aten te genereren per lientvan de module, ge�inspireerd op X.509 erti�aten. De module kan in een JAR verpakt worden,om zo een betere beveiliging te voorzien.ConlusieHet internet staat nog altijd in de kindershoenen, zeker op het vlak van omponent gebaseerdesoftware ontwikkeling voor het internet. De meeste omponenten gebruikt de dag van vandaagzijn "download-and-run" omponenten en ondersteunen niet eht gedistribueerd gebruik. MTSen EJB hebben al verbetering in deze situatie gebraht, maar rihten zih ook niet eht ophet gedistribueerd gebruik van omponenten en meer op middle-tier beheer. CORBA kan devorm geven aan toekomstige oplossingen: de mogelijkheden om vershillende tehnieken samente laten werken (er bestaan C++, C, Smalltalk, COM en Java mappings) en ehte distributiete voorzien. Er is snellere internet ommuniatie nodig als men ten volle van CBSD voor hetinternet wil pro�teren. Tenslotte is de beveiliging van omponenten een belangrijke vereiste(vooral authentiatie van omponenten) voor een gedistribueerd gebruik van omponenten, maardit wordt al goed ondersteund door de meeste omponent modellen. De meeste beveiligingsfoutenzijn "menselijk" en gebeuren door slordigheid of nalatigheid. Beveiliging kan praktish gezien ookniet perfet zijn, maar het moet tenminste een perfet veilige toestand proberen te benaderen.
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